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Execu&ve Summary 
Subsea cables are the backbone of global communica4ons infrastructure, carrying approximately 

99% of intercon4nental data traffic and enabling trillions of dollars in daily financial transac4ons 
(Mauldin, 2023). These fiber-op4c networks span 1.39 million kilometers of the ocean floor, transmiJng 
private communica4ons, commercial data, and government intelligence (KV Cable, 2023). Despite their 
importance, they remain vulnerable—they are oQen no thicker than a garden hose, exposed on the 
seabed, and concentrated at choke points in global shipping routes.  

The object of this report is to provide a comprehensive examina4on of the current landscape of 
global subsea internet cable infrastructure security. To do this, we conducted a comprehensive analysis 
of 22 suspicious subsea cable break incidents from 2005 to 2025, highligh4ng key trends and paTerns. 
We iden4fied four key risks and threats to subsea cables: (1) accidental and environmental risks, (2) 
vulnerable choke points (3) deliberate sabotage by state actors, and (4) espionage and other 
cybersecurity threats. Addi4onally, we reviewed major relevant interna4onal agreements governing this 
infrastructure, and found that the Paris Conven4on of 1884, the Geneva Conven4ons of 1958, the United 
Na4ons Conven4on on the Law of the Sea are all key agreements which define the current landscape of 
subsea cable protec4on. We iden4fied gaps that exist in those agreements and opportuni4es to 
strengthen them further. We analyzed three regional case studies: the Bal4c Sea, the South China Sea, 
and the Red Sea, and found that conflict over internet infrastructure largely reflects the greater 
geopoli4cal conflicts in each region as well as compe44on between the U.S., China, and Russia. We then 
researched each of these three countries and found that while the U.S. and China view subsea cables as 
a maTer of na4onal security and engage in compe44on over control of this infrastructure, Russia is more 
concerned with developing offensive capabili4es to engage in aTacks on it. Finally, we explored the 
private companies that own, manufacture, and maintain the majority of the world’s cables, and the 
central role that the private sector plays in this rapidly changing industry. 

Given the research done and the conclusions made throughout this report, we make the 
following seven policy recommenda4ons to the Federal Government of the United States. 

1. Create a Department of Homeland Security cri4cal infrastructure sub-sector for subsea cables 
under the Communica4ons Sector.  

2. Establish a comprehensive and coordinated strategy to increase U.S. investment in subsea cable 
projects.  

3. Leverage exis4ng partnerships and frameworks with U.S. partners and allies in key geographic 
regions.  

4. Monitor Russia’s naval ac4vity, specifically the intelligence vessel Yantar. 
5. Ra4fy the United Na4ons Conven4on on the Law of the Sea. 
6. Introduce and enforce more stringent regula4ons and requirements for vessel flagging through 

the United Na4ons Conven4on on the Law of the Sea. 
7. Expand the United Na4ons Conven4on on the Law of the Sea to include the right to visit in the 

exclusive economic zone. 
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Policy Recommenda&ons 
The global subsea cable infrastructure is vulnerable to aFacks, accidents, and, to a lesser 

extent, espionage. This essen:al infrastructure has a long history of accidental cable breaks, but 
in the past 17 years there has been a rise in deliberate na:on-state aFacks on subsea cables. 
Complica:ng the picture, many of these aFacks are made to look like accidents. Because this 
infrastructure is now so central to human wellbeing, the steady increase in targe:ng and 
damage to it is a pressing policy issue for every country in the world—and par:cularly the U.S., 
whose companies have tradi:onally dominated the subsea cable market.    

There are several key factors causing this problem. First, there is insufficient 
collabora:on between public and private stakeholders within the U.S. Second, geopoli:cal 
compe::on between the U.S. and China and the U.S. and Russia impacts subsea cable security. 
Third, it is difficult to accurately and confidently aFribute aFacks on subsea cables, allowing 
aFacks to occur with few consequences. Finally, interna:onal agreements rela:ng to this 
infrastructure need greater specifica:on and there is a lack of enforcement mechanisms for 
agreements that do exist to protect this vital infrastructure.  

We make our recommenda:ons with the following underlying understanding: we cannot 
eliminate the geopoli:cal and market compe::on between the U.S. and China and the U.S. and 
Russia. Opera:ng within this framework, our recommenda:ons are not aimed at reducing this 
compe::on, but rather at advancing the U.S.’s interests, which we have iden:fied as follows: (1) 
protect global subsea cables and infrastructure, (2) expand U.S. advantages in the compe::on 
for market dominance of global internet infrastructure, (3) project U.S. power and influence 
globally, and (4) do all this while not escala:ng tensions and risking war with China or Russia. 

With all these considera:ons in mind, we make the following seven policy 
recommenda:ons to the Federal Government of The United States: 

1. Create a Department of Homeland Security cri:cal infrastructure sub-sector for subsea 
cables under the Communica:ons Sector.  

2. Establish a comprehensive and coordinated strategy to increase U.S. investment in 
subsea cable projects.  

3. Leverage exis:ng partnerships and frameworks with U.S. partners and allies in key 
geographic regions.  

4. Monitor Russia’s naval ac:vity, specifically the intelligence vessel Yantar. 
5. Ra:fy the United Na:ons Conven:on on the Law of the Sea. 
6. Introduce and enforce more stringent regula:ons and requirements for vessel flagging 

through the United Na:ons Conven:on on the Law of the Sea. 
7. Expand the United Na:ons Conven:on on the Law of the Sea to include the right to visit 

in the exclusive economic zone. 
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Recommenda:on 1: Create a Department of Homeland Security cri:cal infrastructure sub-
sector for subsea cables under the Communica:ons Sector  

There is no exis:ng forum to facilitate interac:on between the domes:c subsea cable 
industry and the U.S. government to iden:fy and address challenges facing this infrastructure. 
While the Federal Communica:ons Commission (FCC) has the Assessment of Foreign 
Par:cipa:on in the U.S. Telecommunica:ons Services Sector oversight body, or Team Telecom, 
its purpose is only to review applica:ons and licenses for subsea cables that touch a U.S. 
territory and evaluate the security risks, rather than facilitate cross-sector coordina:on 
(Department of Jus:ce, 2023). The lack of such a forum has made collabora:on between the 
public and private sectors regarding subsea cable infrastructure difficult. To capture the en:rety 
of the subsea cable network, we propose that the U.S. government designate a sub-sector: 
subsea internet cables and associated infrastructure, which should fall under the 
Communica:ons Sector. The Communica:ons Sector is responsible for the physical transmission 
systems of communica:on and recognizes the private sector as the primary en:ty that owns 
and operates communica:ons infrastructure (DHS, 2015). The subsea cable infrastructure fits 
nicely into this, allowing collabora:on between the public and private sectors to address the 
totality of the subsea cable industry.  

The Cri:cal Infrastructure Partnership Advisory Council (CIPAC) exists within the Cyber 
and Infrastructure Security Agency (CISA)—created to facilitate interac:on between 
government and private en::es that are involved in the same type of cri:cal infrastructure 
(Cri5cal Infrastructure Security and Resilience, n.d.). However, because the subsea cable 
network fits between two Department of Homeland Security (DHS) cri:cal infrastructure 
sectors—the Communica:ons and Informa:on Technology Sectors—there is no set mechanism 
for the U.S. government to address subsea cables as cri:cal infrastructure. Exis:ng U.S. 
government mechanisms for engaging cri:cal infrastructure owners and operators include 
Sector Coordina:ng Councils (SCC) and Government Coordina:ng Councils (GCC).  

In December of 2024, the DHS released a white paper on the engagement of subsea 
cable security and resilience (Department of Homeland Security [DHS], 2024). The paper 
underscores the importance of public-private coordina:on of the subsea cable cri:cal 
infrastructure that addresses interna:onal security and communica:ons (DHS, 2024), while also 
recognizing that under the current framework, the DHS is limited in what it can accomplish in 
terms of coopera:on. It recommends leveraging exis:ng cri:cal infrastructure collabora:ve 
bodies, par:cularly Government Coordina:ng Councils and Sector Coordina:ng Councils, and 
exploring new ways to address the industry. But the paper fails to go into further detail, and the 
recommenda:ons made do not address the core issue—subsea cable infrastructure does not fit 
cleanly into any of the exis:ng mechanisms.  

In April of 2024, the federal government released the Na:onal Security Memorandum 
on Cri:cal Infrastructure Security and Resilience (NSM-22). NSM-22 is an updated framework 
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outlining the roles and responsibili:es of federal agencies within the na:onal cri:cal 
infrastructure risk management landscape (Humphreys, 2024). It offers comprehensive 
guidance for federal agencies to engage in public-private partnerships but, unfortunately, is 
rela:vely restrained in its scope. The memorandum does not introduce any new sectors or sub-
sectors to the 16 exis:ng cri:cal infrastructure sectors, meaning that subsea cable infrastructure 
is s:ll lem without its own designated sector or sub-sector within the DHS. 

We recommend that the U.S. designate a sub-sector: subsea internet cables and the 
associated infrastructure. This designa:on would allow the federal government to collaborate 
with the private sector more closely and engage in public-private partnerships under the 
framework of documents like NSM-22. Such a move would simplify the way that the federal 
government approaches collabora:on with the private sector on subsea cables by finng it into 
a pre-exis:ng framework that the public sector is already comfortable with through its 
collabora:on in other cri:cal infrastructure sectors. 

 

Recommenda:on 2: Establish a comprehensive and coordinated strategy to increase U.S. 
investment in subsea cable projects  

China’s increasing market share in the subsea cable industry because of Belt and Road 
Ini:a:ve’s Digital Silk Road project poses a threat to the security of U.S. communica:ons and 
data. As a response, the U.S. has used diploma:c leverage and market incen:ves to block 
Chinese companies from subsea cable projects. Addi:onally, the U.S.—in partnership with allies 
including Japan and Australia—is inves:ng in cable projects in areas such as the Pacific Islands 
using U.S. suppliers (The White House, 2023). However, the piecemeal nature of the U.S.’s 
approach to investment in subsea cable projects hinders its efforts to counter the expansion of 
Chinese firms and secure cable infrastructure with trusted providers. We propose that the U.S. 
establish a comprehensive and coordinated strategy to invest in cable infrastructure in key 
geopoli:cal areas. 

Other countries and regional organiza:ons have taken a more comprehensive and 
robust approach to investment in cable projects. The EU has invested heavily in cables through 
the Global Gateway Strategy, which so far has mobilized 962 million Euros for investment in 
backbone connec:vity projects including subsea cables (European Commission, 2024). The 
Global Gateway Strategy has been presented as an aFrac:ve alterna:ve for infrastructure 
development in the Global South to China’s Belt and Road Ini:a:ve (Tagliapietra, 2024). 
Australia’s Department of Foreign Affairs and Trade has also announced a new Australian 
Infrastructure Financing Facility for the Pacific, which will support three cable projects 
connec:ng Pacific Island na:ons (Channer, 2024). These strategies from U.S. partners and allies 
offer examples of concrete and coordinated approaches to strategically funding cable 
infrastructure.  
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The U.S. lacks a similarly comprehensive strategy for financing and inves:ng in subsea 
cable projects. In 2019, the U.S., Japan, and Australia announced the Blue Dot Network (BDN), a 
mul:lateral infrastructure cer:fica:on organiza:on, which is designed to encourage private 
investment in sustainable projects (Goodman et. al., 2020). However, while the Blue Dot 
Network provides effec:ve rhetorical opposi:on to China’s Belt and Road Ini:a:ve, it does not 
include any kind of lending capacity for the projects it cer:fies. Separately, the U.S. is providing 
five million dollars in funding through the CABLES program to provide technical assistance and 
capacity building on subsea cables but has not commiFed significant funding for cable 
development projects (Department of State, 2024). 

We recommend the U.S. to create a comprehensive and systema:c strategy for U.S. 
investment in subsea cables, leveraging the Interna:onal Development Finance Corpora:on and 
U.S. Trade and Development Agency, as well as other relevant agencies. Investment should 
focus on key geopoli:cal areas where the U.S. seeks to mi:gate the increasing presence of 
Chinese firms and expand its influence—such as in Southeast Asia and the South Pacific. The 
private sector should play an instrumental role in this strategy, as government investment alone 
will not be sufficient to support the financial requirements of large-scale cable projects. 
Addi:onally, the U.S. should con:nue to work in coordina:on with country partners such as 
Japan and Australia, as well as mul:lateral organiza:ons such as the G7, the EU, and the Quad 
to co-finance secure cable projects. 

 

Recommenda:on 3: Leverage exis:ng partnerships and frameworks with U.S. partners and 
allies in key geographic regions  

While subsea cables are a global infrastructure, certain regions are hotspots for aFacks 
on this infrastructure—omen those with high concentra:ons of cables. The dis:nct geopoli:cal 
dynamics in each region pose unique challenges to protec:ng subsea cables and shape the type 
of measures that are most effec:ve for advancing U.S. interests. However, each region also 
features partnerships the U.S. can leverage to address threats to subsea cables. We propose 
that the U.S. leverage exis:ng partnerships with relevant partners and allies in key geographic 
regions to address threats to subsea cable infrastructure. 

In the Bal:c Sea, North Atlan:c Treaty Organiza:on’s (NATO) Bal:c Sentry opera:on has 
u:lized the alliance to mi:gate the threats to subsea cables. Through increased military 
presence and monitoring in the Bal:c Sea, Bal:c Sentry aims to decrease the plausible 
deniability of aFacks and deter further aFempts to damage or sever cables (SHAPE Public 
Affairs Office, 2025). It is important to note that while NATO’s unique military capabili:es and 
the robust regional backing from nine out of ten of the countries bordering the Bal:c Sea means 
something like Bal:c Sentry is effec:ve in the Bal:c Sea region, it not necessarily a blueprint for 
collabora:ve measures elsewhere. However, other partnerships and ini:a:ves can also be 
measures mi:ga:ng threats. 
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In the Indo-Pacific, the Quadrilateral Security Dialogue (the Quad) and the trilateral 
Australia-United Kingdom-United States security partnership (AUKUS) have also proven to be 
effec:ve venues for collabora:on. In 2023, the Quad announced the Quad Partnership for Cable 
Connec:vity and Resilience, which provides technical assistance and capacity building for Indo-
Pacific governments expanding subsea cable infrastructure (Quad Leaders’ Summit Fact Sheet, 
2023). In contrast, AUKUS, as a security partnership, offers a dis:nct forum for addressing 
threats to subsea cables using military technology. Under AUKUS Pillar II, the U.S., the U.K., and 
Australia are improving and tes:ng uncrewed undersea vessels for monitoring of underwater 
cri:cal infrastructure including cables (U.S. Department of Defense, 2023). These ini:a:ves, 
rather than taking overly provoca:ve measures in the South China Sea, priori:ze sharing 
informa:on and building monitoring capabili:es—ac:ons appropriate to advancing U.S. 
interests while balancing the heightened geopoli:cal tensions in the region. 

We recommend that the U.S. leverage exis:ng partnerships and frameworks to build 
collabora:ve measures to address threats to subsea cables in key geopoli:cal areas including, 
but not limited to, the Indo-Pacific and the Bal:cs. Key to this recommenda:on is that ini:a:ves 
must be tailored to be appropriate for U.S. assets and other actors in the region in which they 
operate in order to best advance U.S. interests. NATO, the Quad, and AUKUS all provide strong 
mul:lateral frameworks on which to build and expand. Addi:onal measures may include 
increasing monitoring, facilita:ng informa:on sharing among U.S. partners and allies, and 
developing capacity building ini:a:ves.  

Addi:onally, the U.S. should con:nue to engage with and u:lize the Interna:onal Cable 
Protec:on CommiFee and the Interna:onal Advisory Body for Submarine Cable Resilience 
(SCR). While not tailored to a specific region, these forums provide an opportunity to share 
informa:on and capacity building measures with interna:onal partners in a forum which 
recognizes the global nature of this infrastructure (Interna:onal Cable Protec:on CommiFee, 
2025; The Interna:onal Telecommunica:ons Union, n.d.).  

 

Recommenda:on 4: Monitor Russia’s naval ac:vity, specifically the intelligence vessel Yantar 

Russia poses a major threat to the global subsea cable infrastructure, usually involving 
sabotage against cables in areas of key geopoli:cal importance to Russia. Most notably, Russia is 
likely behind incidents targe:ng subsea cables in the Bal:c Sea, although these breakages have 
not been officially aFributed to Russia. Amongst Russia’s offensive tools, Russia has a vessel 
called the Yantar, which is an advanced intelligence gathering vessel equipped with two 
submarines that can submerge to great depths of up to 20,000 feet (Peter, 2018). The Yantar 
also has the capability to cut underwater cables (Peter, 2018). The Yantar has been caught on 
mul:ple occasions loitering in waters near cri:cal subsea cables, such as off the coast of the U.S. 
near a submarine base in Georgia, in U.K. territorial waters, and other spots around the globe. 



 7 

Russia’s Parlamentskaya Gazeta (parliamentary newspaper) claims that the Yantar has the 
capability to tap into subsea cable traffic and spy on the informa:on flowing through cables, 
along with its capacity to physically damage the infrastructure (Andreev, 2017). We propose that 
the U.S. government engage in ac:ve monitoring of the Yantar to keep tabs on its ac:vi:es and 
prevent it from engaging in direct offensive ac:on.  

In November of 2024, the United Kingdom sent its intelligence vessel the RFA Proteus to 
monitor the whereabouts of the Yantar. The Proteus and the Yantar faced off in early 2025, as 
the U.K. vessel has been tailing the Yantar since 2024. This style of monitoring has allowed the 
U.K. to stay ahead of any poten:al risks the Yantar poses and is responsible for how quickly the 
U.K. was able to iden:fy that the Yantar was sailing in its territorial waters in early 2025. 

Although the U.S. and its NATO allies are aware of the Yantar’s presence when it shows 
up in different parts of the world, we recommend that the U.S. follow the U.K.’s more direct 
approach. By more openly monitoring the Yantar, and making it known that the boat is being 
watched, the U.S. gains two key strategic advantages. First, it is less likely to be caught off guard 
if the Yantar moves into a sensi:ve part of the world, as it will already be aware of the ship’s 
whereabouts. Second, if the Yantar is aware it is being monitored as closely as we recommend, 
it is less likely to ac:vely engage in sabotage of cri:cal subsea cables. 

 

Recommenda:on 5: Ra:fy the United Na:ons Conven:on on the Law of the Sea 

As subsea cable incidents con:nue to grow around the world, the United States remains 
one of the few countries that lack the interna:onally sanc:oned authority to confront the two 
main perpetrators: Russia and China. To gain that authority, we propose that the United States 
ra:fy the United Na:ons Conven:on on the Law of the Sea (UNCLOS), which would expand U.S. 
diploma:c power to address illicit behavior surrounding subsea cables. Ra:fying UNCLOS would 
send a strong message of support to our allies who have already ra:fied the conven:on, 
signaling that the U.S. is a reliable ally.  

UNCLOS grants a party state legal certain:es that could assist the U.S.’ presence in 
interna:onal protected waters. For instance, UNCLOS makes a dis:nc:on between the exclusive 
economic zone (EEZ) and the high seas, which allows for states to retain control over resources 
along their coastlines (Office of the Staff Judge Advocate, 2021a). The conven:on also details 
subsea cable protec:ons and grants jurisdic:on to party states for damaged subsea cables. 
Regarding security, UNCLOS codifies innocent passage of vessels in coastal territorial waters and 
also allows immunity for warships on the high seas (Office of the Staff Judge Advocate, 2021b).  

Because the U.S. has not ra:fied UNCLOS it has not been able to par:cipate in 
nego:a:ons related to the high seas—such as in the Permanent Court of Arbitra:on at the 
Hague when it is dealing with subsea cable issues in the South China Sea and Russia’s ac:ons in 
the Black and Bal:c Seas (A resolu:on calling upon the United States Senate to give its advice 
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and consent to ra:fica:on of the United Na:ons Conven:on on the Law of the Sea, 2023). 
During the 2016 MaFer of the South China Sea Arbitra:on, the U.S. asked to be admiFed as an 
observer, but was rejected since it was not a signatory to UNCLOS (A resolu:on calling upon the 
United States Senate to give its advice and consent to ra:fica:on of the United Na:ons 
Conven:on on the Law of the Sea, 2023). The arbitra:on in that case concerned China’s 
ac:vi:es in the South China Sea and the issue of the nine-dash line—China’s claim to 90% of the 
South China Sea (Campbell and Salidjanova, 2016). China’s unlawful claim would mean that 
China could implement levies on non-Chinese subsea cables and could possibly withhold 
internet access from surrounding countries.  

The failure to ra:fy UNCLOS means the U.S. cannot bring any complaints, either for 
general viola:ons or for expanding jurisdic:on, against Russia. Russia has repeatedly mocked 
the U.S. for this failure and also has used the U.S.’ selec:ve interpreta:on of interna:onal law as 
jus:fica:on for their war in Ukraine. (Wahden, 2024) Russia’s history of compliance with 
UNCLOS has been irregular, yet it benefits from jurisdic:onal advantages from the conven:on in 
regard to the Arc:c Shelf (Wahden, 2024). If the U.S. were to ra:fy the conven:on, it would 
allow for the U.S. to confront Russia’s predatory behavior in the Bal:c Sea and beyond.  

Ra:fying UNCLOS would provide a forum for the U.S. to expand its diploma:c power in 
the struggle for subsea cable security against poten:al adversaries such as Russia and China. 
The U.S.’s reliability as a partner to the EU, whose countries have all ra:fied the conven:on, 
would increase and would also allow for the U.S. Navy and Coast Guard to operate with greater 
legal certainty. Above all else, UNCLOS would help provide a framework for addressing damage 
to subsea cables. 

 

Recommenda:on 6: Introduce and enforce more stringent regula:ons and requirements for 
vessel flagging through the United Na:ons Conven:on on the Law of the Sea 

One of the central issues concerning subsea cable aFacks is the difficulty in aFribu:ng 
such aFacks. The current vessel flagging regula:ons, established in Ar:cle 91 of UNCLOS, allow 
for party states to create their own condi:ons for gran:ng na:onality and flag rights to vessels 
(United Na:ons Conven:on on the Law of the Sea [UNCLOS], 1982). UNCLOS only specifies that 
there must be a “genuine link” between a ship and its flag, but no defini:on is provided for 
what is considered a “genuine link” (Interna:onal Mari:me Organiza:on [IMO], n.d.). We 
believe that revising UNCLOS’s “genuine link” provision to define stringent condi:ons for a 
“genuine link” between a vessel’s owner, crew and flag state will aide in overall aFribu:on 
efforts for ships engaged in illicit opera:ons, par:cularly subsea cable breaks. 

As seen in the Bal:c Sea and Major AFacks sec:ons of this report, there is a paFern of 
recent aFacks on subsea cables from boats that are flagged with one country’s flag but crewed 
with another country’s ci:zens. The growing phenomenon of mismatched flagged and crewed 
vessels is in large part due to varying condi:ons surrounding flagging due to “open registry.” 
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Open registry is a vessel registra:on system which does not have na:onality or residency 
requirements—it is this system that allows foreign owned companies to register vessels with 
crews and owners that are neither na:onals of or domiciled in the flag state (Ford & Wilcox, 
2019; WaFerson et al, 2020; Windward, n.d.; IMO, n.d.). Countries such as Russia and China are 
believed to u:lize these open registries to flag ships under na:ons with relaxed jurisdic:on—
known as flag of convenience ships (Brennan, 2025; Staff Writer with AFP, 2025). Flags of 
convenience are usually used for economic purposes, such as when another country has more 
relaxed regula:ons including condi:ons for flagging, wages, and lack of infrastructure in vessel 
monitoring, control, and surveillance capacity (Kuznietsov, 2021). However, flags of convenience 
are increasingly being used to disguise illicit ac:vi:es. China is suspected to have 52 vessels 
u:lizing open registries, while Russia’s shadow fleet has over 1,000 vessels (Windward, n.d.; 
Kirby, 2024; Staff Writer with AFP, 2025). Many vessels believed to be members of the Russian 
shadow fleet are also those believed responsible for suspicious cable accidents, par:cularly in 
the Bal:c Sea (Grylls, 2025). As ships con:nue to register and flag their vessels under 
unassociated states, the capacity to get away with further illicit ac:vi:es grows while the ability 
to defini:vely aFribute and combat this lessens, leaving affected states unable to mi:gate 
detrimental breaks. 

For combanng differing ownership and crewing of vessels under flags of an 
unassociated state, we recommend that the U.S. propose a revision to UNCLOS Ar:cle 91 in 
rela:on to the “genuine link” provision. We urge the U.S. adopt language from the UN 
Conven:on on Condi:ons for Registra:on of Ships Ar:cles 7–10, s:pula:ng that: (1) a 
sa:sfactory share of the ship’s crew must be na:onals of, domiciled in, or lawfully permanently 
in residence in the flag state/state of registra:on and (2) the ship-owning company or a 
subsidiary company is established in or has their main place of business in the flag state (United 
Na:ons Conven:on on Condi:ons for Registra:on of Ships, 1986). Where this cannot be the 
case, the state of registra:on should ensure that there is a representa:ve or management 
persons that is a na:onal of or domiciled in its territory (United Na:ons Conven:on on 
Condi:ons for Registra:on of Ships, 1986). 

 

Recommenda:on 7: Expand the United Na:ons Conven:on on the Law of the Sea to include 
the right to visit in the exclusive economic zone 

 Within the high seas and exclusive economic zone (EEZ), it is difficult for UNCLOS party 
states to inves:gate suspicious behavior which can result in such behavior going unpunished. To 
address these issues, it is per:nent to amend UNCLOS to include a version of the right to visit—
as outlined in the Paris Conven:on of 1884—to allow for cross-na:onal inves:ga:on of 
suspicious ac:vity that threatens subsea cables in the EEZ. 

As it stands, UNCLOS fails to protect subsea cables within interna:onally protected 
waters. UNCLOS s:pulates that a ship suspected of a crime can only be visited or boarded by a 
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ship of the same flag state (Guilfoyle et al, 2022). Ar:cle 113 provides ships with flag state 
jurisdic:on on the high sea, meaning that the laws of the flag state preside over the ship as if it 
were an extension of its territory. The issue of jurisdic:on is extended into the EEZ by Ar:cles 58 
and 87 which protects foreign ships from inves:ga:on as they are en:tled to due to the 
freedoms granted under UNCLOS. 

While most of the cable incidents occur in the economic exclusive zone, the coastal 
states, which have legal jurisdic:on over the EEZ, cannot inves:gate due to UNCLOS protec:ng 
other states and their rights to resources in that zone. Ar:cle 58 grants the flag state legal 
immunity with regard to the freedoms established in Ar:cle 87. These two ar:cles protect a flag 
state’s right to resources such as subsea cables within the EEZ, which extends 200 nau:cal miles 
from the territorial sea. This means when interference to subsea cables occur, neither the 
coastal state nor any state other than the flag state can inves:gate or board the vessel that is 
suspected of perpetra:ng the incident (United Na:ons Conven:on on the Law of the Sea, 
1982).  
  The limita:on of flag state jurisdic:on on the high seas and EEZ results in a lack of 
accountability and fidelity in these interna:onal protected spaces, including the EEZ. The 
November 2024 Bal:c Sea incident with a Chinese vessel led to a month-long diploma:c 
standoff which took place between European and Chinese officials before inves:gators were 
allowed to board, preven:ng inves:ga:ons of the incident from occurring (Ahlander et al., 
2024). Out of 22 total incidents iden:fied in this report, only 11 were either confirmed or 
assumed to have taken place in a country’s EEZ. The significant frequency of events in EEZs 
emphasizes the necessity for inves:ga:onal rights in the EEZ.  

We propose that UNCLOS prescribes the right to visit to vessels who are serving on the 
behalf of the government of a party state within the EEZ. Adjus:ng the right of visita:on by 
amending it into UNCLOS is the answer to the lapse in jurisdic:on in the high seas and EEZ. The 
right of visit, as provided by Ar:cle X of the Paris Conven:on of 1884, permits any ship to board 
and inves:gate non-military ships on the high seas with due cause (Conven:on for the 
Protec:on of Submarine Telegraph Cables, 1884). The ar:cle is significant as it allows for 
inves:ga:on of suspicious ac:vi:es on the high seas.  
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Technical Analysis of Subsea Cable Infrastructure 
Modern global telecommunica:ons infrastructure relies on a complex network of subsea 

fiber op:c cables, with approximately 486 cable systems and 1,306 landing sta:ons ac:ve or 
under construc:on worldwide in 2022 (Gallagher, 2022). These cables serve as the primary 
conduit for interna:onal data transmission, carrying approximately 99% of transoceanic digital 
communica:ons and 95% of intercon:nental internet traffic (Ruffino, 2024). 

The physical architecture of these cables consists of mul:ple protec:ve layers 
surrounding a core of op:cal fibers. The central fibers, made of ultra-pure silica glass no thicker 
than human hair, are encased in successive layers including petroleum jelly, copper or aluminum 
tubing for power transmission, polycarbonate housing, aluminum water barriers, steel wire 
reinforcement, and polyethylene outer sheathing (Swinhoe, 2021). This design ensures both 
data transmission capability and physical resilience in harsh oceanic environments. 

Two primary system types exist in current deployments: unrepeatered and repeatered 
systems. Unrepeatered systems, typically used for shorter regional connec:ons, operate 
without internal power sources and rely on shore-based power facili:es (Ruffino, 2024). These 
systems are determined primarily by geography but also provide addi:onal route redundancy, 
increasing the overall resilience of the network (Ruffino, 2024). Repeatered systems, essen:al 
for transoceanic routes, incorporate signal boosters approximately every 70 kilometers and 
require 20kV power supplies from both termina:on points (Gervasi, 2023). Modern cable 
capacity has reached unprecedented levels, with recent installa:ons like the Dunant cable 
achieving 250 terabits per second through space-division mul:plexing (SDM) technology that 
increases capacity by using addi:onal fiber pairs and power-op:mized repeater designs 
(Gallagher, 2022). 

The terrestrial infrastructure, known as the "dry plant," consists of cable landing sta:ons 
housing terminal equipment, power feed systems, and network opera:ons centers, along with 
beach manholes that serve as the interface between land and sea segments (Network 
Encyclopedia, 2024). These facili:es connect to broader terrestrial networks through points of 
presence (POPs) that integrate the subsea infrastructure with na:onal telecommunica:ons 
systems. 

Maintenance opera:ons u:lize approximately 60 specialized cable ships sta:oned 
strategically worldwide, equipped with remotely operated vehicles and specialized repair 
equipment (Ruffino, 2024). The industry employs sophis:cated monitoring systems including 
automated fault detec:on, con:nuous network opera:ons center oversight, and remote 
management systems that provide real-:me status updates on cable performance and integrity 
(Data Center Dynamics, 2021). 

Modern subsea cables employ Dense Wavelength Division Mul:plexing (DWDM) 
technology, enabling mul:ple data streams to be transmiFed simultaneously over single fibers 
using different light wavelengths. The fiber op:c cores are specifically engineered for undersea 
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use, u:lizing G.654 subset fiber that achieves remarkably low aFenua:on rates of 0.15-
0.17dB/km (Linden Photonics, 2023). 

Historically, subsea cables were laid by consor:ums of telecommunica:ons companies 
and others, but increasingly single companies known as hyperscalers are laying cables. 
Hyperscale compu:ng enables system scalability through computa:onal resources, memory, 
networking, and storage solu:ons across environments (GeeksforGeeks, 2024). This 
architecture powers cloud systems and big data opera:ons, with technologies like MapReduce 
op:mizing large-scale data workflows through parallel processing (Orange MaFer, 2023). 
Hyperscalers—predominantly Amazon, Google, Meta, and Microsom in the U.S.—operate at 
massive scale with rapid infrastructure expansion capabili:es. These organiza:ons are 
dis:nguished by their extensive data center infrastructure, global network presence, and 
proprietary somware/hardware solu:ons (Red Hat, 2022). Their opera:ons are supported by 
specialized hardware manufacturers like Ericsson, AMD, and Intel, who provide cri:cal 
infrastructure components (Inven AI, 2024). The success of hyperscalers stems from their ability 
to ver:cally integrate opera:ons, as exemplified by Amazon Web Services' global network of 
data centers delivering cloud infrastructure services (IBM, 2024). This integra:on enables rapid 
scalability and opera:onal efficiency (Red Hat, 2022).  
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Major A@acks on Subsea Cable Infrastructure 
This sec:on provides a comprehensive analysis of suspicious subsea cable break 

incidents from 2005 to February 2025, highligh:ng key trends, paFerns, and dis:nc:ons 
between the periods 2005-2021 and 2022-2025. Given that between 100 and 200 cable breaks 
occur annually, this sec:on focuses solely on cases where the cause was deemed suspicious or 
has been labeled inten:onal. We have iden:fied 22 suspicious cable break incidents that 
occurred from 2005 to February 2025.  

Suspicious subsea cable breaks are not a recent phenomenon and can be traced back to 
the :me of telegraph cables (Hinck, 2017). However, suspicious breakages have con:nued in the 
:me of subsea internet cables with one of the first notable incidents occurring in Bangladesh in 
2007 (The Daily Star, 2007).  As Figure 1 illustrates, between 2005 and 2021, incidents suspected 
or classified as inten:onal/sabotage were rela:vely infrequent, with only nine suspicious aFacks 
recorded over the 16-year period. Notably, six of these occurred within separate one-year 
periods—two in 2007, two in 2008, and two in 2013. In stark contrast, the three-year period 
from 2022 to 2025 has seen a drama:c surge in suspicious incidents, with a total of 13 cases. As 
Figure 1 illustrates, all 13 have occurred within single year clusters—three in 2022, two in 2023, 
four in 2024, and four in 2025. 

Figure 1: The Volume of Suspicious Subsea Cable Incidents (2005–Present)1 

 
We have iden:fied 22 overall suspicious cable break incidents from 2005 to February 

20205. Table 1 details these incidents, ar:cula:ng the volume, aFribu:on, major perpetrators, 
major incident loca:ons, impact, and responses to these aFacks. 

 
1 Figure data from: LIRNEasia (2007), The Daily Star (2007), Webmaster (2011a), Radio Jamaica (2008), PreuiH 
(2009), Saffo (2013), Davenport (2015), Reuters (2013), Fredriksen et al. (2022), Nilsen (2022), King (2022), MarTn 
(2022), Braw (2023), Pollard & Kauranen (2023), Gambrell (2024), Burgess (2024), Al Jazeera (2024), Porter (2024), 
Traficom (2024), Tobin et al. (2025), Bir (2025), Reuters (2025), and Chang (2025).  
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Table 1: Major Suspicious Cable Break Incidents (2005–2025)2 

Loca%on Date Background Impact Cause Suspected Perpetrator A9ributed? 

Vietnam 3/2007 Local fisherman accidentally 
cut and stole at least 11km of 
the Vietnamese porTon (The 
TVH cable system) of the Sea-
Me-We-3 cable.a One incident 
in many surrounding stolen 
internet cables in Vietnam in 
2007 by 5 different rings of 
cable stealing pirates.a The 
cuts occurred in the Ca Mau 
Sea, likely in Vietnam’s 
exclusive economic zone.a 

Internet speeds slowed down 
considerably.a Vietnam’s 
communicaTons with Hong Kong 
and Thailand were disrupted for 
nearly three months.b It cost 
Vietnam Telecom InternaTonal 
over $4 million in revenue and an 
addiTonal $2.6 million to fix 
underwater missing link.a 

IntenTonal or 
accidental break.bn 

Local fisherman.c Yes.c 

 
2 Table data from aLIRNEasia (2007), bInternaTonal Cable ProtecTon CommiHee (n.d.), cSingel (2007), dThe Daily Star (2007), eDavenport (2015), fHinck (2017), 
gWebmaster (2011a), hHantover (2014), iStarosielski (2015), jFrance24 (2008), kRadio Jamaica (2008), lPreuiH (2009), mWollan (2009), nSaffo (2013), 0Cahyafitri & 
Cahyafitri (2013), pReuters (2013), qArthur (2013), rFredriksen et al. (2022), sNilsen (2022), tStaalesen (2022), uKing (2022), vMarTn (2022), wBriTsh BroadcasTng 
CorporaTon (2022), xBraw (2023), yRunde et al. (2024), zTobin & Chiang (2023), aaPollard & Kauranen (2023), abMinistry of Defence (2023), acGambrell (2024), 
adBurgess (2024a), aeClark (2024), afHGC Global CommunicaTons (2024), agAl Jazeera (2024), ahAFP (2024), aiKoHasova (2024), ajSchwirtz et al. (2024), akAsTer & 
Kirby (2024), alPorter (2024), amMoss (2024), anTraficom (2024), aoLoH (2024), apRosman (2024), aqTobin et al. (2025), arSharwood (2025), asAggarwal (2025), atBir 
(2025), auAssociated Press (2025), avLibel & Chutel (2025), awAikman (2025), axNews Wires (2025), ayReuters (2025), azAl Jazeera (2025), baCinia (2025), bbAFP 
(2025), bcChang (2025), bdMcCartney (2025), beThe Financial Express (2007), bfSmith (2008), bgGulldahl & Eriksen (2024), bhMoss (2022), biWeissberger (2022), 
bj”Cable Thei Costs Vietnam $6M” (2007), bkWebmaster (2011b), blKulha (2021), bmHumpbert (2022), bnBrennan (2025), boLemola & Chutel (2024), bpAhlander & 
Jacobsen (2025), and bqKwai et al. (2025). 
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Bangladesh 11/2007 Criminals snapped fiber opTc 
cable (likely SeaMeWe-4) at 
three points near Cox’s Bazar 
and Feni.d On land in Joaria 
Nala, another part of the 
cable, surrounded in brick 
casing, was damaged using a 
crowbar.d It was the 7th 
incident on the cable 
occurring in 2007.d The cuts 
occurred on land near the 
coast.d 

Overseas calls and internet 
connecTon was affected, total 
loss of communicaTons for at 
least a week.e It cost Bangladesh 
Telegraph and Telephone Board 
over $1 million in repairs and lost 
revenue.f 

Likely an 
intenTonal aHack.d 

Vandals or criminals.be No. 

Egypt, Dubai 

 

1/2008-
2/2008 

Two cables—Sea-Me-We-4 
and Flag Europe-Asia (FEA)—
cut off the coast of 
Alexandria, Egypt. Sea-Me-
We-4 is cut twice.g A day later, 
the FALCON cable was cut off 
the coast of Dubai, as well as 
near the Suez and Sri Lanka, 
and outside Bandar Abbas, 
Iran.g The cut in Egypt likely 
occurred in Egypt’s EEZ, while 
the cut in Dubai occurred 56 
km from shore, in the UAE’s 
EEZ.g 

At least fourteen countries 
reported problems with 
connecTvity and lose significant 
amount of data traffic.h Affected 
at least 60 million users in India, 
12 million in Pakistan, six million 
in Egypt and 4.7 million in Saudi 
Arabia.g The Maldives were 
enTrely disconnected.h Egypt 
experienced disrupTons of 70% 
and massive internet outage.i 

India experienced disrupTons of 
60%.j 

Unknown whether 
all intenTonal or 
due to mariTme 
traffic and weather 
condiTons.bk 

Likely a ship dragging 
anchor; intenTonal 
aHack by vandals or 
terrorists suspected.bf 

No. 
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Jamaica 2008 Throughout the year of 2008, 
numerous incidents of cable 
thei and vandalism occurred 
throughout Jamaica.k 

Segments of cables 
throughout the Parish of St. 
Catherine (in the towns of  
Mount Rosser, Ewarton, 
Linstead, and the 
communiTes of McCook’s 
Pen and Succaba Gardens) 
were repeatedly stolen, many 
aier being replaced.k 

ParTcularly, several hundred 
feet of opTcal fiber closures 
which were used to connect 
to phone lines outside of the 
parish.k InformaTon on where 
exactly the cut occurred is 
inconclusive. 

Hundreds of customers in 
secTons of St. Catherine’s Parish 
were lei without land-line 
telephone service.k Cable and 
Wireless Jamaica lost 1.5 million 
dollars.k Phone lines outside of 
St. Catherine’s Parish disabled.k 

Likely an 
intenTonal aHack.k 

Vandals or criminals.e No. 

U.S. 4/2009 Four cables belonging to 
AT&T cut in San Jose, CA via 
open manhole covers.l 

Another four cables cut in 
San Carlos, and another two 
in South San Jose.l The cuts 
occurred on land.l 

52,000 Verizon landline and 
wireless customers lei without 
service.m Over 10,000 Silicon 
Valley residents lei without 
internet access or landline or 
mobile phone service.m 

Emergency 911 services 
unavailable on landline and 
mobile phone.l 

IntenTonal aHack.m Vandals or criminals.m No. 
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Philippines 6/2010 InternaTonal cable linking the 
Philippines and Japan is cut 
near Cagayan de Oro via 
beach manhole connecTon.n 

The cuts occurred on land 
near the coast.n 

Internet access disrupted in the 
Philippines.e 

Likely an 
intenTonal aHack.e 

SeparaTsts/terrorists 
group.n 

No. 

Indonesia  3/2013 16 tons and 31.7km of subsea 
cables between Banka Island 
and Riau Island of Indonesia 
were stolen.e InformaTon on 
where exactly the cut 
occurred is inconclusive, 
likely occurred in Indonesia’s 
territorial waters. 

Voice and Data service were 
disrupted for more than a 
month.0 Cost PT Indosat $1 
million to replace cable and more 
money for other stolen material.0 

IntenTonal break.0 Cable stealing criminals.0 Yes.0 

Egypt 3/2013 EgypTan Coast Guard caught 
3 divers trying to cut the Sea-
Me-We-4 cable 750m off the 
coast of Alexandriap. 

SpeculaTon on relaTon to the 
cuts to the I-ME-WE, TE 
North, EIG and Sea-Me-We-3 
cables a week earlier iniTally 
aHributed to a dragging 
anchor.n Divers in the waters 
near Egypt are arrested 
aHempTng to cut a fourth 
cable.p The cuts occurred 
750m (820 yards) north of 
Alexandria, in Egypt’s 
territorial waters.p 

Damaged cable caused a drop in 
internet speed in Egypt and a 
couple other countries.q 

IntenTonal break.p Vandals or criminals.p ParTally.p 
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Norway 4/2021 More than 4.3km of cable 
connecTng the Lofoten-
Vesteralen (LoVe) marine 
observatory to its inland IMR 
staTon in Hovden severed 
and removed during the 
Easter Break.r InformaTon on 
where exactly the cut 
occurred is inconclusive, 
likely occurred in Norway’s 
exclusive economic zone 

LoVe observatory completely 
dead, with no connecTon.r 

Researchers put vital work and 
projects on hold.r Monitoring 
data couldn’t be delivered to the 
Norwegian Armed Forces.r 

Suspected 
intenTonal aHack; 
lacking conclusive 
evidence of an 
aHack.bl 

No suspects idenTfied, 
Russia suspected.r 

No.r 

Norway 1/2022 Damage to one of the cables 
in the Svalbard Undersea 
Cable. System connecTng 
Svalbard to Norway damaged 
between 130 to 230 km from 
Longyearbyen.s InformaTon 
on where exactly the cut 
occurred is inconclusive, 
likely occurred in Norway’s 
EEZ. 

CommunicaTons to and from 
Svalbard were sTll running as 
normal.s No negaTve effect on 
ability to communicate 
effecTvely to and from Mainland 
Norway with Svalbard.s 

Temporary lack of redundancy.t 

Suspected 
intenTonal aHack; 
aHributed to 
trawling acTvity.bg 

No suspects idenTfied, 
Russia suspected.bg 

No.bg 

France  10/2022 Subsea cable in the South of 
France near Marseille 
simultaneously cut to three 
links connecTng Marseille to 
Milan, Marseille to Lyon, and 
Marseille to Barcelona.u 

InformaTon on where exactly 
the cut occurred is 
inconclusive.u 

Widespread connecTvity issues.u 

Internet access for users in 
Europe, Asia, and the U.S. 
slowed.u One connecTon quickly 
fixedu 

Likely an 
IntenTonal break.bi 

Vandals or criminals.bh No. 
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Scotland 10/2022 On October 15th, the North 
SecTon of the SHEFA-2 cable 
connecTng the Shetland 
Islands to the Faroe Islands 
was cut.v 5 days later on 
October 20th, the South 
porTon of the cable 
connecTng the Islands to 
Mainland Britain got cut.v 

InformaTon on where exactly 
the cut occurred is 
inconclusive, likely occurred 
in the Scotland’s EEZ. 

Widespread broadband internet 
outages.w Mobile phone service 
somewhat compromised.w Some 
landline and mobile working.w 

ConnecTvity for some restored 
mid-aiernoon.w Transport 
services (Airport and Ferry) 
operaTng normally.w 

Suspected 
intenTonal aHack; 
likely an 
unintenTonal 
break.bi, v 

No suspects idenTfied, 
Russia suspected.bi 

No. 

Taiwan  

 

2/2023 Taima No. 2 cable near 
Dongyin in the Matsu Islands 
damaged on February 2nd by 
a Chinese fishing ship.x Six 
days later, the Taima No. 3 
cable near Juguang damaged 
by a Chinese cargo freighter.x 

The cuts occurred 10 nauTcal 
miles off China’s coast.x 

Six week internet blackout and 
digital isolaTon for Matsu Island.y 

Island switches to a microwave 
internet system.x CiTzens lei 
with only rudimentary internet 
access, with slow connecTvity.x 

Local businesses slowed due to 
blackout.z Fixing the cable costs 
Chunghwa Telecom between 
$660,000 and $1.3 million.x 

Suspected 
intenTonal aHack; 
lacking conclusive 
evidence of an 
aHack.z 

China registered 
vessels.x 

Yes.x 
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Bal%c Sea: 
Finland, 
Sweden, 
Estonia  

10/2023 The Chinese vessel, Newnew 
Polar Bear, damaged both an 
subsea cable. Internet cable 
connecTng Finland to Estonia 
along with the BalTconnector 
pipeline.aa Damage was also 
inflicted onto the EE-S1 cable 
connecTng Sweden to 
Estonia.aa Vessel is later 
idenTfied as the Newnew 
Polar Bear. The cuts to the 
cable connecTng Estonia to 
Finland occurred in Finland’s 
EEZ, while the cuts to the EE-
S1 occurred some 50 km (30 
miles) west of Hiiumaa Island, 
in Estonia’s EEZ.aa 

Ability to communicate and 
overall funcTon of the cable not 
affected.ab 

Suspected 
intenTonal 
aHackap; aHributed 
to an accidental 
dragging anchor 
due to a storm.bn 

China registered vessel, 
but Russia suspected.aa 

Yes.aa 

Red Sea: 
Yemen 

2/2024 Three cables: Seacom—TGN-
gulf, Asia Africa Europe-1 
(AAE-1), and Europe-India 
Gateway cut in the Red Sea 
off the coast of DjibouT in the 
Bab el Mandeb strait due to 
dragging anchor.ac The cut 
occurred 18 miles from cable 
landing spot in DjibouT, in 
DjibouT’s conTguous zone 
and EEZ as well as in Yemen’s 
mariTme jurisdicTon.ad 

Drop in connecTvity from Europe 
to Asia.ad Outages in East Africa 
(Tanzania, Kenya, Uganda, and 
Mozambique) and Southeast Asia 
(Vietnam, Thailand, and 
Singapore).ae 25% of global 
internet traffic impacted.af At 
least a dozen operators 
affected.ae Service quickly 
rerouted but countries including 
Bahrain and DjibouT sTll facing 
interrupTons.ac 

Suspected 
intenTonal aHack; 
likely an 
unintenTonal 
break.ad 

Belize flagged BriTsh 
registered carrier vessel; 
Houthis suspected.ad 

ParTally.ad 
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Bal%c Sea: 
Sweden, 
Lithuania, 
Germany, 
Finland 

11/2024 On November 17th, the BCS 
East-West Interlink cable 
connecTng Sweden to 
Lithuania was cut.ag Less than 
24 hrs later, on November 
18th, the C-Lion 1 cable 
connecTng Finland and 
Germany was cut.ag Vessel is 
later idenTfied as the Yi Peng 
3 and is held in port in 
Denmark with ongoing 
invesTgaTons.ah Both of the 
cuts occurred in Sweden’s 
EEZ.ag 

The BCS East-West Interlink cable 
sustained full damage.ai Data 
transfers were disrupted but 
internet connecTons not cut off.aj 

Finland InternaTonal Telecoms 
rerouted connecTons.ai ~1/5 of 
Lithuania’s internet capacity 
disrupted, although consumers 
not too affected.ak Traffic 
eventually restored.ai 

Suspected 
intenTonal aHack; 
parTally aHributed 
to an accidental 
dragging anchor.aj 

China registered vessel, 
but Russia suspected.ah 

ParTally.ah 

Finland 12/2024 On December 3rd, a cable 
connecTng Sweden and 
Finland was cut in two 
separate locaTons in Vista 
and Espoo.al The cuts 
occurred on land.al 

Widespread outages in Finland, 
with thousands of households 
affected.al 6,000 private 
customers and ~100 business 
customers of Traficom telecom 
company affected.am Cables 
quickly repaired and services 
restored.ah 

Suspected 
intenTonal aHack; 
unintenTonal 
accident due to 
construcTon 
work.al 

ConstrucTon workers.al Yes.al 



 22 

Bal%c Sea: 
Finland, 
Estonia 

12/2024 On December 25th, the 
Estlink 2 power cable and the 
Finland Estonia ConnecTon 1 
(FEC-1) and Finland Estonia 
ConnecTon 2 (FEC-2) internet 
cables were cut.an Vessel is 
quickly idenTfied as the Eagle 
S and is apprehended by the 
Finnish Patrol Ship Turva.ao 

InformaTon on where exactly 
the cut occurred is 
inconclusive, likely occurred 
in Finland and Estonia’s EEZ. 

LiHle immediate impact on 
services.ap Traffic quickly rerouted 
to backup cables.ap Traffic 
between Finland to Europe and 
the rest of the world sTll 
operaTonal.an May have caused 
some delays in customers’ 
communicaTon services.an 

Suspected 
intenTonal aHack; 
parTally aHributed 
to an accidental 
dragging anchor.bs 

EmiraT registered, Cook 
Islands flagged tanker, 
but Russia 
suspected.at,bo 

ParTally.ap,bo 

Taiwan 1/2025 On January 3rd, the Trans 
Pacific Express (TPE) cable is 
damaged off the coast of 
Keelung.aq Vessel is quickly 
idenTfied as the Shunxing 
39.aq InformaTon on where 
exactly the cut occurred is 
inconclusive.aq 

Only four fibers impacted.ar 

ConnecTvity was not disturbed 
and data quickly rerouted to 
other cables aier damage is 
detected.aq,as 

Suspected 
intenTonal aHack, 
lacking conclusive 
evidence of an 
aHack.aq, as 

Hong Kong owned, 
Tanzanian and/or 
Cameroonian flagged 
and registered, Chinese 
crewed  freighter, but 
China suspected.aq 

ParTally.aq 
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Bal%c Sea: 
Sweden, 
Latvia 

1/2025 On January 26th, the 
Sweden-Latvia fiber opTc 
cable connecTng the Swedish 
Island of Gotland to Latvia 
was significantly damaged.at A 
vessel is quickly detained and 
by Swedish forces and 
idenTfied as the Vezhen.au On 
January 31st, Norwegian 
forces, working on request 
from Latvian authoriTes, 
idenTfied and detained the 
Russian crewed Cargo 
vessel.av The vessel is 
idenTfied as the Silver 
Dania.av InformaTon on 
where exactly the cut 
occurred is inconclusive, 
likely occurred in Sweden’s 
EEZ. 

DisrupTons in data services are 
reported.aw Cable operator 
warned there may be delays in 
data transmission speeds.ax Cable 
operator, Latvian State Radio and 
Television Center (LVRTC) was 
able to operate using other 
transmission routes.aw Users 
mostly unaffected.aw 

Suspected 
intenTonal aHack; 
deemed accidental 
and aHributed to 
weather condiTons 
and deficiencies in 
equipment and 
seamanship.aw, bp 

Bulgarian owned, Malta 
flagged Bulk Carrier, but 
Russia suspected.au, aw 

OR  

Norwegian flagged, 
owned, and registered, 
Russian crewed cargo 
ship, Russia  sTll 
suspected.av, aw 

ParTally.au, 

av, aw 

Bal%c Sea: 
Sweden, 
Finland  

2/2025 On February 19th, minor 
damage to the C-Lion1 Cable 
was idenTfied.ay Preliminary 
invesTgaTons on February 
21st confirmed the cable was 
damaged.ay InvesTgaTons by 
Sweden and Finnish police 
are currently ongoing.az No 
suspect has been idenTfied.az 

The cuts occurred in 
Sweden’s EEZ.ay 

Minor cable damage.ba 

FuncTonality of 
telecommunicaTons connecTons 
and data traffic running 
normally.bb No apparent 
disrupTons to connecTons.bb 

Suspected 
intenTonal 
aHack.bq 

No suspects idenTfied 
yet; invesTgaTon 
ongoing. 

No. 
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Taiwan 2/2025 On February 25th, at aier 3 
am, Chunghwa Telecom 
detected a cable linking 
Taiwan’s mainland and the 
outlying Penghu Islands had 
been severed.bc Chunghwa 
Telecoms contacted the 
Taiwanese Coast Guard, who 
at around 2:30 am had been 
tracking the freighter vessel 
Hong Tai – (originally 
registered as the Hong Tai 58 
but the hull of the ship 
reading Hong Tai 168).bd The 
vessel is believed to have 
Chinese ownership, while all 
members of the crew are 
idenTfied as Chinese 
naTonals.bd, bc The Hong Tai is 
guided back to Anping Port 
and comes to anchor in 
Tainan where it its crew is 
detained and the vessel 
boarded by the Coast 
Guard.bd An invesTgaTon is 
now ongoing.bc InformaTon 
on where exactly the cut 
occurred is inconclusive.bg 

Chunghwa Telecom acTvated 
redundant backup cable.bd No 
communicaTons disrupted 
between Taiwan mainland and 
the Penghu Islands.bd 

 

 

Suspected 
intenTonal 
aHack.bc 

Togolese flagged, 
possibly Chinese owned, 
Chinese crewed 
freighter, but China 
suspected.bc 

ParTally.bc 
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The rise in suspected inten:onal sabotage aFacks corresponds with increasing 
geopoli:cal tensions, par:cularly following the 2022 Nord Stream pipeline aFacks and Russia’s 
invasion of Ukraine (Desmarais, 2024a). This paFern suggests that cable sabotage may have 
become a strategic tool in hybrid warfare, with certain state actors prompted to target subsea 
cables as a means of in:mida:on or disrup:on.  

 

AYribu:on of Subsea Cable AYacks 

Along with volume, the aFribu:on of subsea cable aFacks has shimed significantly 
between the periods of 2005–2021 and 2022–2025. Between 2005–2021, most inten:onal 
aFacks were aFributed to low level criminals, vandals, or terrorists. For instance, cable breaks in 
Jamaica (2008) and Egypt (2013) were linked to criminal ac:vity, while incidents in Bangladesh 
(2007) and the United States (2009) were classified as vandalism (Radio Jamaica News, 2008; 
Reuters, 2013; The Financial Express, 2007; Wollan, 2009). Although rare, some cases were at 
one point linked to terrorism, including the 2008 breaks in Egypt and Dubai and the 2010 aFack 
in the Philippines (Smith, 2008; Davenport, 2015). These incidents fueled growing concerns in 
the 2010s that subsea cables, vital to global communica:ons, were increasingly vulnerable and 
could become prime targets for terrorist groups (Saffo, 2013). 

Since 2022, aFribu:on has increasingly shimed towards state actors, par:cularly amer 
the Nord Stream incident and the start of the 2022 Ukraine War. Suspicion of Russian 
involvement in incidents in Norway (2021), Norway’s Svalbard (2022), and Scotland’s Shetland 
Islands (2022) further fueled concerns over state threats, despite later findings that the breaks 
were likely accidental (Fredriksen et al., 2022; Gulldahl & Eriksen, 2024; Mar:n 2022). This 
trend has fueled growing suspicion that any damaged cable is the result of state ac:on. 
European officials, in par:cular, increasingly classify even mildly suspicious incidents as 
probable sabotage (Rintakumpu et al., 2025). 

The shim in aFribu:on from low level malicious actors to state actors has also influenced 
overall aFribu:on of more rou:ne disrup:ons. In February 2024, a cable disrup:on in the Red 
Sea was at first quickly aFributed to inten:onal Houthi sabotage. However, upon closer 
inves:ga:on, experts later iden:fied a disabled Bri:sh carrier ship as the likely cause (Young, 
2024; Gambrell, 2024). These incidents reflect a growing tendency to quickly aFribute damage 
to states, omen priori:zing geopoli:cal tensions in aFribu:on before fully inves:ga:ng 
incidents. 

 

Major Perpetrators of Subsea Cable AYacks 

Despite growing concerns since 2022 about state involvement in suspicious subsea cable 
breaks, official aFribu:on—which includes defini:ve iden:fica:on, verifica:on, and, in some 
cases, subsequent ac:on against a perpetrator—remains rare due to challenges in gathering 
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evidence that unequivocally verifies intent. The high vulnerability of subsea cables and the 
ambiguous nature of cable breaks make it difficult to gather concrete evidence of perpetrator 
iden:ty and purpose. As a result, many suspected sabotage incidents go unaFributed or are 
later classified as caused by accidental human or mari:me ac:vity.  

As Figure 2 illustrates, of the 22 incidents since 2005, only five have been officially 
aFributed. These cases are: Vietnam (2007), Indonesia (2013), the Bal:c Sea (2023), Taiwan 
(2023), and Finland (December 2024) (Singel, 2007; Cahyafitri & Cahyafitri, 2013; Rosman, 2024; 
Braw, 2023; Agence France Presse [AFP], 2024). Only one of these, the 2023 Bal:c Sea incident, 
was aFributed to a state actor: China (Rosman, 2024). China has acknowledged their 
responsibility in this case. The Chinese government recognized that damage was caused by the 
culprit, a Chinese ship the Newnew Polar Bear, although it insists the breaks were accidental 
(Brennan, 2025). As Figure 2 also illustrates, seven incidents between 2005 and 2025 have been 
par:ally aFributed, meaning evidence points to a specific cause or party; however, official 
aFribu:on remains elusive due to ongoing inves:ga:ons or conflic:ng statements. Six of these 
par:ally aFributed incidents occurred between 2022 and 2025.  

Figure 2: The A>ribu5on of Suspicious Subsea Cable Breaks (2005–Present)3 

 

 
3 Figure data From: Singel (2007), Cahyafitri & Cahyafitri (2013), Rosman (2024); Braw (2023), Agence France Presse 
[AFP] (2024), Porter (2024), Pollard & Kauranen (2023), Reuters (2013), Burgess (2024), Lemola & Chutel (2024), 
Tobin et al. (2025), Associated Press (2025), Aikman (2025), Libel & Chutel (2025), Chang (2025), The Financial 
Express (2007), Smith (2008), Davenport (2015), Wollan (2009), Saffo (2013), Fredriksen et al. (2022), Moss (2022), 
Weissberger (2022), and Al Jazeera (2025).  
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Some of the major challenges in aFribu:ng cable breaks lie in limita:ons in vessel 
tracking capabili:es. The Automa:c Iden:fica:on System (AIS) is a crucial tool for monitoring 
ship ac:vity—including suspicious erra:c behavior—but has significant limita:ons. Mainly, 
rou:ne fishing opera:ons can resemble suspicious behavior, while many ships disable their AIS 
when engaging in illicit ac:vi:es (BurdeFe, 2024; Fredriksen et al., 2022; Desmarais, 2024a). 
These gaps complicate aFribu:on and expose vulnerabili:es in protec:ng essen:al cable 
infrastructure. 

 

Flag of Convenience Ships and Subsea Cable Incidents 

Although certain key states like Russia and China are suspected of deliberately breaking 
subsea cables, most of these incidents are linked to ships registered under seemingly random 
na:onal flags. Interna:onal regula:ons on vessel registra:on and flagging are lax, with few 
restric:ons linking ships to specific states. The United Na:ons Conven:on on the Law of the Sea 
(UNCLOS) merely specifies there must be a “genuine link” between a ship and its flag state but 
fails to define what that entails (Interna:onal Mari:me Organiza:on [IMO], n.d.). Moreover, 
Ar:cle 91 of the conven:on further allows states to set their own condi:ons for gran:ng 
na:onality and flag rights, leading many to adopt lenient regula:ons (United Na:ons 
Conven:on on the Law of the Sea [UNCLOS], 1982). On top of this, in the high seas, UNCLOS 
grants flag states jurisdic:on over vessels flying their flags (UNCLOS, 1982). As such, countries 
omen evade blame for subsea cable breaks and other illicit ac:vi:es by exploi:ng this loophole 
through the use of flag of convenience (FOC) ships, which are typically flagged under na:ons 
with more relaxed jurisdic:on. Russia and China, in par:cular, are suspected of employing this 
tac:c. Russia is believed to operate a shadow fleet of over 1,000 vessels with opaque ownership 
structures in order to evade sanc:ons, while China is suspected of maintaining a similar flag of 
convenience fleet with up to 52 vessels (Windward, n.d.; Kirby, 2024; Staff Writer with AFP, 
2025). Both countries have been suspected of using these fleets to inten:onally break subsea 
cables.  

Of the six vessels iden:fied in the six par:ally aFributed cases since 2022, as Table 1 
illustrates, two (from the Bal:c Sea incidents in November and December 2024) were 
conducted by ships flagged under China and the Cook Islands respec:vely but are suspected of 
being part of Russia’s fleet (Rosman, 2024). Addi:onally, the Malta flagged Vezhen, linked to 
Bal:c Sea cable cuts in January 2025, displayed similar behavior to suspected Russian vessels 
(O’Sullivan, 2025). However, the owner—a Bulgarian company—has denied any connec:on to 
Russia (O’Sullivan, 2025). Two vessels involved in the Taiwan January and February 2025 breaks 
were flagged under Tanzania and Togo respec:vely but are suspected of having Chinese :es. 
This is due in part to the fact that both had all Chinese crews (Reuters, 2025b; Forum Staff, 
2025; Chang, 2025). Taiwan has accused China of opera:ng 52 such vessels, 15 of which were 
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flagged as threats due to suspicious behavior (Staff Writer with AFP, 2025). Notably, the vessel 
suspected in the February 2025 incident was one of these 52 vessels (McCartney, 2025). These 
2025 incidents, in par:cular, have fueled concerns over China’s use of flag of convenience ships 
to damage cri:cal infrastructure. Overall, the use of flags of convenience ships complicates 
aFribu:on, as the responsibility falls to the flag state, allowing perpetrator states—like Russia 
and China— to deny involvement and obscure as well as avoid accountability (Tobin et al., 
2025). 

 

Russia’s Role in Subsea Cable Incidents 

Russia is a major suspected perpetrator in subsea cable breaks, par:cularly amer 2022, 
although no official aFribu:ons have been made. Suspicion of Russia’s interest in subsea 
infrastructure dates back to 2015 and grew in 2017 when NATO reported increased Russian 
subsea ac:vity (Hinck, 2017; Newdick, 2021). While none of the 22 suspicious incidents since 
2005 have been officially linked to Russia, it has been suspected in seven incidents (Fredriksen 
et al., 2022; Newdick, 2022; Gulldahl & Eriksen, 2024; Weissberger, 2022; Pollard & Kauranen, 
2023; KoFasová, 2024; Rosman, 2024; Libell & Chutel, 2025). Notably, six of these incidents 
occurred in the period of 2022–2025, par:cularly amer the invasion of Ukraine. Experts believe 
Russia has the capability to damage cables and may have already targeted Atlan:c 
infrastructure (Hendriks & Halem, 2024). Despite these concerns, formal inves:ga:ons 
regarding Russian involvement in subsea cable breaks have been widely inconclusive. While 
vessels linked to these incidents have been iden:fied, none are flagged under Russia. In all 
seven cases where it was suspected, Russia has maintained plausible deniability due to the lack 
of concrete evidence despite the frequent paFern of incidents (KoFasova, 2024; Desmarais, 
2024b).  

While concerns over Russian sabotage persist, par:cularly among European and NATO 
members, many U.S. and European security officials and naval experts cau:on against quick 
aFribu:on, especially in the Bal:c Sea. These intelligence officials now suggest these incidents 
are more likely due to mari:me accidents or poorly maintained vessels, a view that has become 
the prevailing consensus among U.S. and NATO countries’ security services (Miller et al., 2025). 
Nevertheless, Russia has reportedly signaled its readiness to target subsea infrastructure, with 
officials sta:ng it has “no constraints, even moral, lem” (Desmarais, 2024a). The lack of official 
aFribu:on complicates responses, as the affected states—par:cularly in the Bal:c area—
cannot formally accuse or retaliate, leaving Russia emboldened. This uncertainty weakens the 
ability of European and NATO countries to address hybrid warfare threats to their cri:cal 
internet infrastructure effec:vely. 
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China’s Role in Subsea Cable Incidents 

China is considered a major perpetrator of suspicious subsea cable breaks, par:cularly 
given their historic rela:onship with and repeated aggressive ac:ons towards Taiwan (Lee, 
2021). China has been officially linked to two cases—the 2023 Bal:c Sea break and the 2023 
Taiwan breaks—and has overall been suspected in three incidents from 2005 to the present 
(Aggarwal, 2025; Chang, 2025). While China took responsibility for the 2023 Bal:c Sea cable 
break, many suspected Russian involvement (Braw, 2024). Similarly, the November 2024 Bal:c 
Sea break involved a Hong Kong flagged vessel, Yi Peng 3, which was crewed by a Chinese 
captain and one Russian sailor (Brovko, 2024). Similari:es in the ship’s movement to vessels 
suspected to be part of Russia’s shadow fleet has led to inves:ga:ons into whether the Chinese 
captain was recruited by Russian Intelligence (The Mari:me Execu:ve, 2024; Brovko, 2024). 
Moreover, China’s foreign ministry denied any responsibility, further fueling beliefs of Russian 
led sabotage (AFP, 2024). 

China has been suspected of perpetra:ng a further two of the overall 22 incidents: the 
January and February 2025 Taiwan cable breaks. Both January and February 2025 breaks, 
although suspected to involve China, were carried out by vessels flagged under Tanzania 
(possibly Cameroon) and Togo respec:vely (Sharwood, 2025; Chang, 2025). Notably the vessel 
iden:fied in the January 2025 Taiwan incident, the Shunxing 39, while flagged under Tanzania 
(possibly Cameroon), originally carried a Chinese flag before changing registra:on in 2024 
(Forum Staff, 2025; Addis, 2025). China has not taken responsibility for either of the 2025 
incidents (Hunter, 2023; Aggarwal, 2025). Moreover, in the amermath of the February 2025 
break, China accused Taiwan of manipula:ng the incident for poli:cal purposes (Chang, 2025).  

Like Russia, China has the capability and mo:ve for subsea cable sabotage. Its engineers 
have spent 15 years developing cable cunng tools, officially for removing illegal cables (Forum 
Staff, 2025; Tatlow, 2025). However, many suspect China uses these tools for strategic offensive 
purposes instead (Tatlow, 2025). Taiwanese officials have accused China of rou:nely pressuring 
Taiwan with fishing and shipping vessels in its waters, omen causing cable damage (Lii, 2023). 
Addi:onally, these vessels have been repeatedly spoFed disabling their tracking systems while 
opera:ng near cri:cal cables, raising suspicions of covert mapping or sabotage ac:vi:es (Runde 
et al., 2024). 

China’s in:mida:on of Taiwan predates the 2023 and 2025 incidents, with around 30 
cable breaks since 2017 (Lii, 2023). These 30 are excluded from the overall 22 incidents 
recorded here as they were deemed accidental or inconsequen:al at the :me (Lii, 2023). 
Taiwan and its allies fear escala:on, viewing these as tests for a larger opera:on to sever 
Taiwan’s communica:ons ahead of an invasion (Lee, 2021). China dismisses such concerns as 
baseless, but its growing link to cable disrup:ons con:nues to raise alarms (Aggarwal, 2025). As 
with Russia, the lack of defini:ve aFribu:on limits Taiwan and its allies’ ability to respond, 
forcing a focus on building alterna:ve systems and increasing redundancy instead. 
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Loca:ons of Major Subsea Cable Incidents 

The geographical distribu:on of major cable break incidents, illustrated in Figure 3, has 
shimed drama:cally from 2005–2021 to 2022–2025, mirroring the growing link between these 
aFacks and geopoli:cal tensions. Between 2005 and 2021, suspicious cable breaks appeared to 
be random, mainly unrelated to geopoli:cal tensions or strategic choke points, instead 
coinciding with domes:c incidents.  

 

Figure 3: The Density and Loca5on of Suspicious Cable Breaks (2005–Present)4 

 

 As Figure 3 illustrates, the nine recorded breaks prior to 2022 were scaFered across six 
regions—Southeast Asia, South Asia, North Africa, Europe, the Caribbean, and North America—
affec:ng eight countries: the Philippines, Indonesia, Vietnam, Bangladesh, Egypt, Norway, 
Jamaica, and the United States (Davenport, 2015; Cahyafitri & Cahyafitri, 2013; Singel, 2007; 
The Daily Star, 2007; Reuters, 2013; Fredriksen et al., 2022; Radio Jamaica News, 2008; Wollan, 
2009). Only Egypt (2008, 2013) and Southeast Asia (Vietnam 2007, the Philippines 2010, 
Indonesia 2013) saw mul:ple incidents (Reuters, 2013; Singel, 2007; Davenport, 2015; Cahyafitri 
& Cahyafitri, 2013). Egypt’s 2013 incident is the only break that appeared strategically 
mo:vated due to its loca:on in a geographic choke point (Arthur, 2013). All other incidents 

 
4 Note. From LIRNEasia (2007), The Daily Star (2007), Webmaster (2011a), Radio Jamaica (2008), PreuiH (2009), 
Saffo (2013), Davenport (2015), Reuters (2013), Fredriksen et al. (2022), Nilsen (2022), King (2022), MarTn (2022), 
Braw (2023), Pollard & Kauranen (2023), Gambrell (2024), Burgess (2024), Al Jazeera (2024), Porter (2024), 
Traficom (2024), Tobin et al. (2025), Bir (2025), Reuters (2025), and Chang (2025).  
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appeared :ed to domes:c events rather than geopoli:cal mo:ves, such as the 2013 Indonesia 
and 2007 Vietnam breaks, which were linked to ongoing cable smuggling opera:ons (“Cable 
Them Costs Vietnam $6M,” 2007; Cahyafitri & Cahyafitri, 2013).  

Since 2022, cable breaks have become more concentrated in geopoli:cal hotspots, 
par:cularly the Bal:c Sea, South China Sea, and the Red Sea. Of the 13 recorded incidents, eight 
occurred in previously targeted regions, including, notably, five in the Bal:c Sea and three near 
Taiwan (Kauranen et al., 2025; Aggarwal, 2025). The Bal:c Sea incidents, which occurred in the 
wake of the Nord Stream sabotage and Russia’s invasion of Ukraine, suggest a deliberate 
campaign against NATO and EU states suppor:ng Ukraine (Kwai et al., 2025)—raising concerns 
over Russian hybrid warfare tac:cs (Desmarais, 2024b). Addi:onal aFacks on cables serving 
Norway’s Svalbard and Scotland’s Shetland Islands further point to this broader strategy. 
Meanwhile, Taiwan’s recent breaks (2023, January and February 2025) coincide with China’s 
increasing mari:me pressure and malicious ac:vi:es in the South China Sea, raising fears of 
preemp:ve efforts to disrupt the island’s communica:ons (Lee, 2021). Although only one 
suspicious break has been recorded in the Red Sea since 2022, the break was partly a result of 
the geopoli:cal tensions in the region: the Israel-Hamas conflict (Reed, 2024). The vessel 
responsible for the break was disabled by a Houthi aFack, because the organiza:on was 
targe:ng ships from countries suppor:ng Israel (Gambrell, 2024). All of these loca:ons have 
gained significant geopoli:cal importance since 2022, with the surge in aFacks appearing 
closely :ed to their strategic value.  
 Since 2022, suspicious cable break incidents have shimed from a geographically 
dispersed and seemingly random distribu:on, comparable to their aFribu:on to unrelated 
gangs, vandals, or criminals. These incidents are now increasingly concentrated in strategic 
geopoli:cal hotspots, including the Bal:c Sea, South China Sea, and the Red Sea. This shim 
aligns with changing aFribu:on trends, which suggests that states are increasingly targe:ng 
subsea cables as part of hybrid warfare strategies driven by geopoli:cal tensions and conflicts. 
 

Impact of Subsea Cable Disrup:on 

Along with changes in subsea cable incident paFerns, there are clear shims in impact 
trends between the periods of 2005–2021 and 2022–2025 with cable disrup:ons becoming far 
more costly. Prior to 2022, the primary impact of subsea cable disrup:ons was regional 
connec:vity loss, financial damage to telecommunica:ons companies, and temporary 
slowdowns in internet speed. Incidents were usually localized outages, such as in Vietnam’s 
internet slowdown in 2007 (LIRNEasia, 2007) or Egypt’s connec:vity drop in 2008 (Hantover, 
2013). These incidents typically only affected one country or a small group of countries. 
Addi:onally, the economic consequences were significant but contained, omen limited to repair 
costs and revenue losses for telecommunica:on providers. These costs ranged from $1 to $2 
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million on average, as evidenced by incidents like the 2007 Bangladesh cable break and the 
2013 Indonesia them, shown in Table 1. 

Since 2022, the scale and severity of impacts have escalated. AFacks now frequently 
disrupt cross-border communica:on, threaten na:onal security opera:ons, and target specific 
areas and choke points to create constant vulnerabili:es. There has been a notable shim in the 
increase in mul:-country and transcon:nental disrup:ons. For example, the 2024 Red Sea cable 
cuts impacted the internet traffic between Europe, Africa, and Asia. while the Bal:c Sea 
incidents disrupted internet traffic between Sweden, Finland, Estonia, and Germany. Unlike 
earlier cases where incidents were rela:vely isolated, recent aFacks have demonstrated a 
sustained paFern of strategic disrup:on, affec:ng en:re regions rather than single na:ons. 

Altogether, impact trends have evolved from isolated economic and service disrup:ons 
to large scale, mul:na:onal connec:vity threats that carry severe geopoli:cal and security 
implica:ons. The increasing weaponiza:on of subsea infrastructure has made these aFacks a 
cri:cal vulnerability in global communica:ons networks, reinforcing the urgency for stronger 
interna:onal coopera:on and preven:ve security measures. 

 

Responses to Subsea Cable Disrup:ons 

Responses to subsea cable disrup:ons have evolved significantly over :me, reflec:ng 
broader changes globally in technological capabili:es, geopoli:cal tensions, and interna:onal 
coordina:on. Prior to 2022, responses were largely reac:ve, localized, and telecommunica:on 
company led, with affected providers focusing on damage assessment and repairs rather than 
proac:ve mi:ga:on. Restora:on efforts were omen slow, with limited government involvement 
and a lack of redundancy, leading to prolonged outages, such as the total disconnec:on of the 
Maldives in 2008 (Hantover, 2013). Inves:ga:ons into these early incidents were omen 
inconclusive, with many cases remaining unaFributed or dismissed as accidents due to 
insufficient monitoring technology and limited inves:ga:ve capabili:es. 

Since 2022, a notable shim toward faster, more coordinated, and security-driven 
responses has emerged. Mi:ga:on strategies have notably improved, as demonstrated during 
the Bal:c Sea (2023–2025) incidents. In the Bal:c Sea, rapid iden:fica:on of damaged cables 
allowed for swim rerou:ng of internet traffic through alterna:ve routes, minimizing disrup:ons 
across Finland, Sweden, and Estonia (Desmarais, 2024b; Rintakumpu et al., 2025). Cross-border 
coordina:on among countries further accelerated repair efforts and enhanced situa:onal 
awareness by sharing real-:me data on vessel movements (Shephard News Team, 2025). In 
response to the ongoing threats, the European Union recently announced new measures to 
strengthen Bal:c Sea security, aiming to improve preven:on, detec:on, and response to subsea 
cable sabotage over the next two years (Kwai et al., 2025). These efforts priori:ze threat 
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detec:on, expand funding for new cables, and bolster enforcement against hos:le actors—
highligh:ng the EU’s growing recogni:on of the strategic importance of subsea infrastructure. 

The growing frequency of suspected sabotage has increased military and government 
involvement, par:cularly in Europe and East Asia, where subsea cables are now recognized as 
cri:cal na:onal security assets (Runde et al., 2024). The increase in suspected sabotage has also 
amplified aFen:on from leading policy research organiza:ons. For example, the Center for 
Strategic and Interna:onal Studies (CSIS) has emphasized the cri:cal role subsea cables play in 
suppor:ng global economic ac:vi:es, military opera:ons, and internet infrastructure (Runde et 
al., 2024). Although not a policymaking body, CSIS’s focus on these vulnerabili:es reflects the 
broader strategic concern that has influenced government and private sector responses since 
2022. The U.S. Department of Homeland Security (DHS) explicitly iden:fies subsea cables as 
vital to U.S. na:onal security and economic stability within their white paper released in 
December 2024, emphasizing throughout that their disrup:on could compromise defense 
opera:ons, financial systems, and global communica:ons (United States Department of 
Homeland Security [DHS], 2024). With growing threats from geopoli:cal rivals like Russia and 
China, the U.S. sees these cables as a cri:cal na:onal security asset, recognizing that any 
disrup:on could cripple defense opera:ons, disrupt markets, and weaken strategic alliances.  

Through all of this, response paFerns have transi:oned from slow, reac:ve measures to 
proac:ve, security driven strategies that emphasize mi:ga:on and rapid restora:on. This shim 
further reflects how subsea cables are now seen as essen:al infrastructure, :ghtly linked to 
both global security and economic stability. 
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Risks and Threats to Global Subsea Cable Infrastructure 
Subsea cables face mul:ple threats, from accidental damage and natural disasters to 

deliberate sabotage and espionage. This sec:on examines four primary categories of threats to 
global subsea cable infrastructure. First, we examine the accidental and environmental risks—
mari:me ac:vity, natural disasters, and system failures—that remain the most frequent causes 
of disrup:ons. Second, narrow mari:me corridors connec:ng larger bodies of water serve as 
cri:cal strategic choke points where strategic and geographic vulnerabili:es increase the 
likelihood of cascading failures and delays in restora:on. Third, deliberate sabotage by state 
actors, including covert or disguised aFacks, presents a growing threat in the context of rising 
geopoli:cal tensions. Finally, espionage and cybersecurity threats, such as data intercep:on at 
sea and cable landing sta:ons, pose significant risks to global communica:ons security and U.S. 
na:onal security, par:cularly regarding the protec:on of sensi:ve informa:on, military 
communica:ons, and intelligence-sharing networks.  

 

Accidental and Environmental Risks 

Subsea cables are highly vulnerable to accidental damage and natural disasters, which 
account for the majority of disrup:ons. Mari:me ac:vi:es, such as fishing and anchor damage, 
frequently sever cables, while earthquakes, submarine landslides, and extreme weather also 
pose risks (Interna:onal Cable Protec:on CommiFee [ICPC], 2021). Addi:onally, aging 
infrastructure and system failures contribute to outages, omen requiring complex and :me-
consuming repairs (Runde et al., 2024). These threats are most severe in high-traffic shipping 
lanes and seismically ac:ve regions, where disrup:ons can cause widespread connec:vity 
losses and economic impact (Integral Consul:ng, 2024; Veverka, 2011). 

Human-Induced Mari5me and Fishing Damage 

The most frequent cause of subsea cable disrup:ons is accidental damage from 
mari:me ac:vi:es, accoun:ng for 60-75% of cable faults annually (Bafoutsou et al., 2023; 
Crisis24, 2024). Fishing trawlers and ship anchors are the most common causes of damage, 
par:cularly in shallow waters near coastlines and busy shipping lanes. Due to the density of 
global trade routes, areas such as the South China Sea, the Mediterranean, and the North 
Atlan:c see a dispropor:onately high number of these incidents.  

The overlap between busy shipping lanes and areas of high cable density creates 
persistent vulnerabili:es in global telecommunica:ons networks. While interna:onal 
regula:ons require vessels to avoid damaging subsea cables, enforcement remains challenging, 
par:cularly because many commercial ships lack accurate informa:on about cable loca:ons or 
operate without proper awareness of cable routes in their vicinity (Runde et al., 2024).  
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Natural Disasters and Environmental Factors 

While less common than human-induced disrup:ons, natural phenomena also pose 
significant risks to subsea cables, par:cularly in regions with high seismic ac:vity. Earthquakes, 
mudslides, volcanic erup:ons, tsunamis, and extreme ocean currents account for approximately 
5% of cable incidents (Bafoutsou et al., 2023). These events omen damage mul:ple cables 
simultaneously, amplifying the scale of internet disrup:ons and complica:ng repair efforts 
(Congressional Research Service [CRS], 2023). 

One of the most well-documented cases of natural disaster-related cable damage 
occurred during the 2006 Hengchun earthquake near Taiwan, which severed mul:ple trans-
Pacific cables and disrupted 90% of internet traffic across Asia (Qiu, 2011). The incident required 
weeks of complex repairs, underscoring the vulnerability of the global internet infrastructure to 
seismic events (Starosielski, 2015). Similarly, the 2011 Tōhoku earthquake in Japan damaged 
several subsea cables, slowing financial transac:ons and emergency communica:ons across the 
Pacific (European Parliament, 2022). More recently, in 2022, a massive volcanic erup:on in 
Tonga severed the na:on’s only interna:onal subsea cable, cunng the island country off from 
the rest of the world for several weeks (United Na:ons Office for Disaster Risk Reduc:on, 2022). 

Beyond earthquakes and volcanic ac:vity, extreme weather events linked to climate 
change are increasing the risk of cable damage. Powerful hurricanes and typhoons generate 
submarine landslides, par:cularly in con:nental shelf regions where cables are buried at 
shallow depths. As climate change intensifies, the likelihood of such events disrup:ng 
telecommunica:ons infrastructure is expected to rise (Internet Society, 2023; Network 
Compu:ng, 2023). 

Systemic Infrastructure Weaknesses 

Subsea cables have inherent physical vulnerabili:es due to their construc:on and 
placement. While modern cables feature mul:ple layers of protec:ve sheathing, they remain 
suscep:ble to manufacturing defects, aging infrastructure, and weak cable junc:on boxes 
(Tagliapietra, 2024; Runde et al., 2024). However, only about 4% of total subsea cable failures 
are full system failures and this number has been steadily reducing over :me (Bafoutsou et al., 
2023). 

Aging infrastructure also poses long-term risks. Many ac:ve cables today were installed 
over 20 years ago, meaning they are approaching or surpassing their intended opera:onal 
lifespan (Runde et al., 2024). While some regions have invested in new cable systems, others—
notably in lower resources countries and areas and geographically isolated island states—
remain heavily reliant on outdated infrastructure (Farge, 2024; Guarascio, Nguyen, & Brock, 
2024;  Submarine Networks, 2011). 
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Strategic and Geographic Vulnerabili:es 

Strategic choke points in the global subsea cable network create significant 
vulnerabili:es where mul:ple high-capacity cables converge in specific geographic regions 
(Bafoutsou et al., 2023; Thompson, 2025). While physical route redundancy provides some 
protec:on, many regions rely on a small number of high-capacity subsea cables, making them 
vulnerable to both accidental and inten:onal disrup:ons (ICPC, 2022). Addi:onally, the lack of 
repair capabili:es poses addi:onal complica:ons and vulnerabili:es, par:cularly in 
geographically remote areas and in the event of mul:ple cable outages (Crisis24, 2024). 

Geographical Choke Points 

Certain mari:me regions serve as key choke points in the global subsea cable network. 
Among the most vulnerable are the Red Sea and the Strait of Malacca, where mul:ple cables 
cross in close proximity (Runde et al., 2024; Crisis24, 2024). 

The Red Sea and Suez Canal region is par:cularly vulnerable due to its role as a hub for 
16 high-capacity cables, linking Europe, Africa, and Asia. In June 2023, an accidental cut to the 
Asia-Africa-Europe-1 (AAE-1) cable in Egypt led to severe outages, causing Ethiopia to lose 90% 
of its connec:vity and Somalia to experience an 85% reduc:on in internet access (Burgess, 
2022). Given the high concentra:on of interna:onal cables in this route, a coordinated aFack 
on mul:ple cables could cause cascading failures across mul:ple con:nents. 

Similarly, the Strait of Malacca, one of the world’s busiest shipping lanes, serves as a key 
transit point for subsea cables linking the Indo-Pacific to Europe and North America. 
Approximately 90,000 ships pass through this narrow sea lane annually, facilita:ng about 40% 
of global trade (Hellenic Shipping News, 2024). Given the volume of mari:me traffic, accidental 
damage from anchors and fishing ac:vi:es is a persistent concern. However, regional security 
analysts and government officials, par:cularly in the United States and Southeast Asia, have 
raised growing concerns about the poten:al for hos:le state and non-state actors to exploit this 
choke point (Indo-Pacific Affairs, 2024). Such disrup:ons could target cri:cal infrastructure, 
sever key cables, or interfere with data transmissions, poten:ally affec:ng military 
communica:ons, financial markets, and internet connec:vity for millions across Asia (Indo-
Pacific Affairs, 2024). 

Limited Repair and Recovery Capacity 

The limited capacity to quickly repair subsea cables is one of the weakest links in global 
telecommunica:ons security. The process of fixing a damaged cable involves specialized repair 
vessels that must locate, retrieve, and splice the affected segment (Monaghan & Darrah, 2024). 
However, the number of such vessels is extremely limited, and they are omen sta:oned far from 
the loca:on of the disrup:on (European Union Ins:tute for Security Studies, 2024). In the case 
of mul:ple simultaneous disrup:ons, as seen in Taiwan in 2023, the limited number of repair 
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ships globally can result in prolonged down:me and economic losses (Runde et al., 2024; Sze, 
2023). 

Currently, there are only a few dozen cable repair ships worldwide, and many are 
concentrated in Europe and North America. This lack of availability means that repairs in remote 
regions—such as the Pacific Islands or Arc:c waters—can take weeks or even months 
(Bafoutsou et al., 2023). For instance, amer the 2022 volcanic erup:on in Tonga severed the 
country’s only submarine cable, the na:on was without internet access for five weeks while 
wai:ng for a repair ship to arrive from Fiji (UNDRR, 2022). 

In the event of an interna:onal conflict involving the severing of subsea cables, na:ons 
would face significant challenges due to the limited availability of specialized repair ships. With 
only about 60 such vessels worldwide, primarily concentrated in Europe and North America, 
demand for these ships would surge, leading to poten:al compe::on among countries for their 
services (Runde et al., 2024). This scarcity is further exacerbated by the fact that repairs can 
take several weeks, depending on the loca:on and severity of the damage (Jackson, 2024). For 
instance, repairing damaged cables in the Red Sea can take at least eight weeks due to 
perminng requirements and logis:cal challenges (Monaghan & Darrah, 2024). The U.S. Navy 
only operates one specialized repair ship, the USNS Zeus (Cable Laying/Repair Ship -T-ARC, 
2021). As such, the U.S. largely relies on private operators whose fleets are aging and may be ill-
equipped to handle extensive damage during war:me (Caro, 2024).  

Beyond logis:cal challenges, interna:onal regulatory hurdles further slow the repair 
process. Many subsea cables cross mul:ple jurisdic:ons, requiring approval from mul:ple 
governments before repairs can begin (CRS, 2023). In contested areas such as the South China 
Sea or the Eastern Mediterranean, poli:cal disputes can delay or even block repair efforts (Caro, 
2024). A cri:cal concern for the U.S. is China’s control over repair fleets, concentrated 
par:cularly in the South and East China Seas, some of which are owned by state owned 
enterprises. This gives China poten:al advantages that could be leveraged for intelligence 
gathering during the repair process (Caro, 2024).  

 

Deliberate Sabotage and State-Sponsored Threats 

While most disrup:ons to subsea cables result from accidental damage, as 
demonstrated in our analysis of major aFacks, there is growing evidence that state-sponsored 
sabotage is an emerging threat (Cwalina, 2022). Na:ons with advanced deep-sea capabili:es, 
such as Russia and China, have developed the ability to disrupt subsea cables in both peace:me 
and war:me scenarios (Cwalina, 2022; EUISS, 2024). Acts of sabotage can be disguised as 
rou:ne mari:me incidents, making it difficult to aFribute aFacks and respond accordingly (Bell, 
2025; Runde et al., 2024). 
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Mul:ple incidents of cable damage in contested regions have raised concerns about 
deliberate sabotage as a form of geopoli:cal pressure. For example, Taiwan has experienced 
repeated cable disrup:ons, with authori:es inves:ga:ng a Chinese-crewed ship suspected of 
severing a subsea communica:ons cable in the latest such incident, adding to moun:ng 
tensions between Taipei and Beijing (AP News, 2025).  

Poten5al for Coordinated A>acks 

The most concerning poten:al scenario for the U.S. and its allies is a coordinated, mul:-
cable sabotage event, where mul:ple subsea cables are cut simultaneously, overwhelming 
global repair capabili:es. Given that the majority of global internet traffic passes through a 
limited number of high-capacity cables, a well-planned aFack could disrupt financial markets, 
military communica:ons, and global commerce (Burgess, 2022). Addi:onally, a coordinated 
aFack on mul:ple cables could significantly degrade military response capabili:es in a crisis for 
interna:onal alliances such as NATO (Nakamura, 2023). 

One poten:al aFack scenario could involve targe:ng mul:ple cables in a key choke point 
such as the Red Sea, effec:vely severing connec:vity between Europe, Africa, and Asia. Another 
scenario could involve simultaneous aFacks on transatlan:c cables. These risks have prompted 
NATO and the European Union (EU) to begin developing con:ngency plans, including increased 
monitoring of subsea infrastructure and military protec:on of key cable routes (Leicester & 
Burrows 2025). 

Threats to Cables Suppor5ng U.S. Military and NATO Communica5on 

The vulnerabili:es of subsea cables have far-reaching consequences for U.S. and NATO 
security, as the majority of NATO’s opera:onal communica:ons—including military command 
and control, intelligence-sharing, and encrypted diploma:c messaging—rely on subsea cables, 
making them a cri:cal target for adversarial state actors (Runde et al., 2024). For decades, NATO 
has depended on commercially owned and operated subsea cables for secure data 
transmission. The most cri:cal cables for NATO opera:ons include those connec:ng North 
America to Europe, par:cularly the transatlan:c cables that run between the U.S., the U.K., and 
mainland Europe (McNamara, 2024). These cables serve as the primary communica:on links for 
U.S. military forces sta:oned in Europe and for intelligence-sharing between NATO members 
(Wall & Morcos, 2021). A coordinated aFack or disrup:on affec:ng mul:ple cables 
simultaneously has the poten:al to significantly degrade NATO's crisis response capabili:es in 
the short term. 

 

Espionage and Cybersecurity Threats 

Beyond physical sabotage, subsea cables are prime targets for espionage, as they carry 
vast amounts of sensi:ve governmental, military, and financial data (Wall & Morcos, 2021). 
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Intelligence agencies and state actors have developed sophis:cated methods to intercept or 
manipulate subsea cable traffic, ranging from deep-sea cable tapping to cyber infiltra:on at 
cable landing sta:ons (Khazan, 2013). Unlike a direct aFack, which risks provoking interna:onal 
retalia:on, espionage and cyberaFacks can be conducted more covertly, making these tac:cs an 
effec:ve strategy for states to disrupt the transmission of data across subsea cable 
infrastructure.  

Cable Tapping and Data Intercep5on 

One form of subsea surveillance involves cable tapping, where intelligence agencies 
capture data flowing through fiber-op:c lines by crea:ng a physical or electronic access point 
that diverts and copies the light signals without disrup:ng the original traffic (Khazan, 2013). 
This process typically uses 'intercept probes' that bounce the light through a prism, make a copy 
of it, and turn it into binary data without disrup:ng the flow of the original internet traffic 
(Khazan, 2013). Although deep-sea cable tapping is technically difficult, major state actors—
par:cularly the United States, Russia, and China—possess the necessary technology to conduct 
such opera:ons (Runde et al., 2024). 

Historically, the United States Na:onal Security Agency (NSA) pioneered deep-sea 
tapping techniques under opera:ons such as Ivy Bells, in which American submarines placed 
covert listening devices on Soviet subsea cables during the Cold War (Sontag et al., 1998). While 
encryp:on and security measures have improved since then, modern intelligence agencies 
con:nue to develop methods to intercept data as it travels across global networks. 

Russia has also developed sophis:cated capabili:es for subsea surveillance and 
intercep:on. Russia’s Main Directorate of Deep-Sea Research (GUGI)-operated submarine 
Losharik and intelligence vessel Yantar are capable of deploying remote-operated vehicles 
(ROVs) to tap or manipulate fiber-op:c cables (Runde et al., 2024). These opera:ons remain 
difficult to detect, as they can be carried out thousands of meters below the ocean surface, 
where most surveillance systems are ineffec:ve. 

There have also been concerns, par:cularly in the U.S., that China’s dominance in global 
cable manufacturing enables companies to poten:ally embed surveillance capabili:es into 
newly installed infrastructure (Runde et al., 2024). In 2018, the Japanese government reportedly 
discovered a Chinese wiretapping device on a cable near Okinawa, confirming security risks 
associated with increased Chinese involvement in the global cable network (EUISS, 2024). With 
Chinese companies rapidly expanding their presence in the submarine cable construc:on and 
repair industry, some experts fear that Beijing could use its industry influence to monitor or 
manipulate interna:onal data flows (Financial Times, 2024). 

Cable Landing Sta5ons 

Although much of the discussion on subsea cable security focuses on threats beneath 
the ocean, cable landing sta:ons—the facili:es where subsea cables connect to terrestrial 
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networks—represent equally cri:cal vulnerabili:es. Unlike cables on the seabed, which require 
advanced submersibles and specialized equipment to access, landing sta:ons are fixed, physical 
loca:ons that can be infiltrated through cyber or physical means (Bafoutsou et al., 2023). 

One of the most concerning threats at landing sta:ons is the poten:al for cyberaFacks 
targe:ng network management systems (Sherman, 2021). Landing sta:ons represent 
vulnerable points in the subsea cable network. The trend toward moderniza:on has introduced 
new risks, as many operators have shimed from isolated management systems to internet-
connected network management pla~orms, crea:ng poten:al entry points for cybersecurity 
threats that previously did not exist (Bafoutsou et al., 2023). If an adversarial state gains access 
to somware controlling data flow through a landing sta:on, they could poten:ally reroute, 
manipulate, or even shut down global communica:ons without needing to physically sever the 
cable (European Commission, 2024). 

Addi:onally, physical security at landing sta:ons is omen minimal, making them 
vulnerable to covert sabotage or infiltra:on by intelligence opera:ves. In 2021, reports surfaced 
that suspected Russian opera:ves had mapped cable landing sta:ons across Western Europe, 
raising concerns about poten:al future sabotage efforts (Burgess, 2022).  

Emerging Cyber Threats to Cable Sobware 

As global telecommunica:ons infrastructure becomes increasingly digi:zed, new 
cybersecurity threats to subsea cables are emerging. Long-term state-sponsored cyber 
espionage opera:ons now target the somware controlling subsea cable networks, rather than 
just the physical infrastructure itself (Coker, 2024). 

One growing concern is the poten:al for cyberaFacks against submarine cable traffic 
management systems. Modern subsea cables are equipped with automated somware that 
manages data flow, reroutes traffic, and detects anomalies (Patel, 2025). If hackers compromise 
these systems, they could disrupt global internet traffic without ever touching the cable itself 
(Sherman, 2021). 

Addi:onally, na:on-states are developing offensive cyber capabili:es aimed at 
submarine op:cal transmission systems. In 2022, reports surfaced that Russian cyber units had 
aFempted to access control systems of European submarine cable networks, poten:ally as a 
preliminary measure for future cyberaFacks (Cwalina, 2022). Given the increasing reliance on 
cloud compu:ng, ar:ficial intelligence, and digital finance, the consequences of a cyberaFack 
on global data traffic could be just as severe as a physical cable disrup:on. 

 

Implica:ons 

Subsea cables remain highly vulnerable to accidental damage, natural disasters, 
sabotage, and espionage. Mari:me ac:vity is the leading cause of disrup:ons, but geopoli:cal 
tensions have increased concerns over state-sponsored aFacks, par:cularly from Russia and 
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China. Strategic choke points like the Red Sea and the Malacca Strait are par:cularly at risk, 
where a single cable cut can have cascading global effects. The poten:al for mul:-cable 
sabotage or cyber intrusions highlights the growing threat to global stability and security. As 
subsea cables become even more essen:al to the digital economy and military opera:ons, their 
protec:on will remain a cri:cal challenge.  
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Interna&onal Agreements and Forums  
The topic of subsea cables and their security is prevalent in discussions of mari:me 

legisla:on and agreements because the cables primarily reside in interna:onal waters. The first 
conven:on addressing the issue was the 1884 Paris Conven:on, followed by the Geneva 
Conven:ons of the Con:nental Shelf and High Seas in 1958, and the United Na:ons Conven:on 
on Law of the Sea (UNCLOS) in 1982 (Conven:on for the Protec:on of Submarine Telegraph 
Cables, 1884; Geneva Conven:ons of the Con:nental Shelf and High Seas, 1958; United Na:ons 
Conven:on on the Law of the Sea, 1982). These conven:ons established several provisions of 
the sea responsible for shaping jurisdic:on that protects the internet’s hidden highway of 
subsea cables. 

 

Interna:onal Agreements 

There are several major interna:onal agreements governing subsea cable. These include 
the Paris Conven:on of 1884, the Geneva Conven:ons of 1958, the United Na:ons Conven:on 
on the Law of the Sea, and the Law of Armed Conflict.  

The Paris Conven5on of 1884 

To understand how interna:onal forums and agreements can be used to protect and 
maintain the growing web of subsea cables, it is important to examine the development of 
interna:onal legisla:on regarding these cables. The Paris Conven:on of 1884 preceded the 
widely accepted United Na:ons Conven:on on Law of the Sea by 98 years, but the Paris 
Conven:on remains the basis for the modern mari:me law that presides over the protec:on of 
subsea cables (Conven:on for the Protec:on of Submarine Telegraph Cables, 1884; United 
Na:ons Conven:on on the Law of the Sea, 1982).  

The 1884 Paris Conven:on is specific to subsea telegraph cables, outside of territorial 
waters—which is defined as 12 nau:cal miles from the state’s shore. The Paris Conven:on uses 
the term “high seas” to refer to the expanses of ocean that extend beyond the territorial waters 
as its provisions only apply to the sec:ons of subsea cables that lie in interna:onal waters. The 
assump:on is that party states would have domes:c policy that protect subsea cables in 
territorial waters (Conven:on for the Protec:on of Submarine Telegraph Cables, 1884). 

The Paris Conven:on introduced the provisions to interna:onal law that enabled 
prosecu:on for deliberate or culpable negligent damage to cables in the high seas as well as the 
liability for repairs and compensa:on in Ar:cles II, IV, and VII (Conven:on for the Protec:on of 
Submarine Telegraph Cables, 1884). Under Ar:cle X, party states are responsible for trying 
officers of their na:on with domes:c ins:tu:ons should they be indicated as liable for 
meaningful interference or culpable damage to cables in interna:onal waters (Conven:on for 
the Protec:on of Submarine Telegraph Cables, 1884). The same provision permits visita:on 
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powers to other party states should inves:ga:on of other party states be warranted. While this 
power could lead to escala:on of conflict, it provided a level of enforcement of subsea cable 
protec:on that is lacking in subsequent agreements even though it only pertains to incidents in 
the high seas (Conven:on for the Protec:on of Submarine Telegraph Cables, 1884). 

The treaty was ra:fied by the United States, Russia, and 34 other signatories 
(Conven:on for the Protec:on of Submarine Telegraph Cables, 1884). The terminology 
introduced by the Paris Conven:on would be expanded upon and defined later in the more 
widely ra:fied Geneva Conven:ons of 1958.  

The Geneva Conven5ons of 1958 

 The Geneva Conven:ons of 1958 were the first conven:ons to establish specific zones 
with varied levels of jurisdic:on: the territorial sea, con:guous zone, and con:nental shelf. 
These different zones have different jurisdic:ons regarding the laying and protec:on of subsea 
cables. The first designated zone is the territorial sea, which is measured 12 nau:cal miles from 
the baseline of the coast at low :de and is considered part of the na:on and subject to its 
jurisdic:on (United Na:ons Conven:on on the Territorial Sea and the Con:guous Zone, 1964). 
The con:guous zone is introduced in Ar:cle 24 is a zone that extends an addi:onal 12 nau:cal 
miles from the territorial sea within which the coastal state is limited to juridical control over 
“customs, fiscal, immigra:on or sanitary regula:ons” (United Na:ons Conven:on on the 
Territorial Sea and the Con:guous Zone, 1964). The Conven:on of the Con:nental Shelf 
describes the con:nental shelf as a zone outside of a na:on’s territorial waters at 200 meters 
(United Na:ons Conven:on on the Territorial Sea and the Con:guous Zone, 1964). Coastal 
states are permiFed to u:lize resources from the con:nental shelf as long as it does not 
obstruct the freedoms outlined in the Geneva Conven:ons of 1958. 

The Geneva Conven:ons of the Con:nental Shelf and High Seas of 1958 were a result of 
the United Na:ons expanding the protec:on of the 1884 Paris Conven:on to include non-
telegraph cables like telephone and power cables as specified in Ar:cle 26 and 27 (Geneva 
Conven:ons of the Con:nental Shelf and High Seas, 1958). The conven:ons reiterate the 
provisions of the 1884 Paris Conven:on while adding further protec:ons to rights of resources 
on the high seas for coastal and non-coastal states alike (Geneva Conven:ons of the Con:nental 
Shelf and High Seas, 1958). Ar:cle 2 establishes four freedoms as protected rights that are listed 
as follows: (1) Freedom of naviga:on; (2) Freedom of fishing; (3) Freedom to lay submarine 
cables and pipelines; (4) Freedom to fly over the high seas (Geneva Conven:ons of the 
Con:nental Shelf and High Seas, 1958, pg 81). 

These freedoms of the interna:onal waters impose a need for enforceable jurisdic:on 
on the high seas which is addressed by Ar:cles 4 to 13 outlining any na:on’s rights to a “Flag 
State” (Geneva Conven:ons of the Con:nental Shelf and High Seas, 1958). This terminology 
refers to the na:onality of a ship as demonstrated by what flag it sails under. The principles of a 
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flag state were introduced in the 1884 Paris Conven:on; however, the Geneva Conven:ons of 
1958 reinforced the conven:ons of flag states while ominng authority of other na:ons to 
incriminate and inves:gate other ships on the high seas as outlined in Ar:cle X of the Paris 
Conven:on (Conven:on for the Protec:on of Submarine Telegraph Cables, 1884).  

The 1958 Geneva Conven:ons was ra:fied by 16 more countries with 41 signatories and 
52 par:es including Russia and the United States (United Na:ons Conven:on on the Territorial 
Sea and the Con:guous Zone, 1964). This conven:on established the laying of subsea cables as 
a right, outlined several zones of the ocean, and omiFed the visita:on rights of the 1884 Paris 
Conven:on without providing alterna:ve means of enforcement in the high seas. This flaw 
would be reiterated in the United Na:ons Conven:on on the Law of the Sea 24 years later 
(United Na:ons Conven:on on the Law of the Sea, 1982). 

The United Na5ons Conven5on on the Law of the Sea 

In 1982, the United Na:ons held a Conven:on on the Law of the Sea which compiled 
many provisions of past trea:es and either built upon or diverged from them (United Na:ons 
Conven:on on the Law of the Sea, 1982). The United Na:ons Conven:ons of the Law of the Sea 
(UNCLOS) reiterates the parameters and restric:ons of the territorial and con:guous zone in 
addi:on to designa:ng another zone. The exclusive economic zone, or the EEZ, extends 200 
nau:cal miles from the territorial sea and is granted to the coastal state for access to its 
resources (United Na:ons Conven:on on the Law of the Sea, 1982). Figure 4 illustrates the 
zones reinforced by UNCLOS each with its own set of legisla:on marked by nau:cal miles (M) 
away from the territorial sea baseline (United Na:ons Conven:on on the Law of the Sea, 1982). 

Figure 4: Zones of the Sea 

 

 

In Ar:cle 58, the treaty includes a provision that protects the rights to lay subsea cables 
in the EEZ, sta:ng:  
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In the exclusive economic zone, all States, whether coastal or land-locked, enjoy, 
subject to the provisions of this Conven:on, the freedoms referred to in Ar:cle 
87 of naviga:on and overflight and of the laying of submarine cables and 
pipelines, and other interna:onally lawful uses of the sea related to these 
freedoms, such as those associated with the opera:on of ships, aircram, and 
submarine cables and pipelines, and compa:ble with the other provisions of this 
Conven:on. (United Na:ons Conven:on on the Law of the Sea, 1982, pg 44) 

 
There are several complex overlapping jurisdic:ons within the designa:on of the EEZ as 

it relates to subsea cables. Although UNCLOS dis:nguished the EEZ from the high seas, the 
second addendum to Ar:cle 58 calls for flag state jurisdic:on within the EEZ pertaining to the 
subsea cables meaning that because subsea cables are considered resources, all na:ons have a 
right to lay them within the EEZ. Thus, all judicial responsibility is assigned to the flag state of 
the ship that lays or maintains the cables (United Na:ons Conven:on on the Law of the Sea, 
1982). The laying of subsea cables is also permissible for any state in the con:nental shelf as 
long as the coastal state consents to any delinea:ons as asserted in Ar:cle 79. However, as 
stated in Ar:cles 2 and 33, the jurisdic:on over subsea cables belongs to the coastal state 
within the con:guous and territorial zones as a state’s sovereignty extends into its territorial 
waters and the state is responsible for regula:on within the con:guous zone (United Na:ons 
Conven:on on the Law of the Sea, 1982).  
 Ar:cles 112 through 115 are dedicated to the protec:on of subsea cables. The right for 
all states to lay cables in the high seas is repeated in Ar:cle 112 while Ar:cles 113 through 115 
address the repercussions for deliberate and negligent damage to subsea cables (United Na:ons 
Conven:on on the Law of the Sea, 1982). While under the jurisdic:on of that na:on's flag state 
on the high seas, Ar:cle 113 calls for party states to “adopt laws and regula:ons” that prosecute 
offenders responsible for damaged cables due to deliberate interference or “culpable 
negligence”—culpable negligence being recklessness or negligence that causes punishable harm 
(United Na:ons Conven:on on the Law of the Sea, 1982). The 114th and 115th Ar:cles also 
require party states to assign the responsibility of repara:ons to owners of cables liable for 
damage to another cable when performing repairs on their own assets and also requires 
reimbursements for persons and vessels that lose anchors, or other assets, in an aFempt to 
spare subsea cables (United Na:ons Conven:on on the Law of the Sea, 1982). These provisions 
grant prescrip:ve jurisdic:on to party states, allowing for states to cons:tute their own laws 
and regula:ons regarding compensa:on for damaged subsea cables. 

The Conven:on on the Law of the Sea was signed by 157 members and ra:fied by 170 
par:es including China and Russia (United Na:ons Conven:on on the Law of the Sea, 1982). 
Although it was not signed by the United States un:l the 1994 amendment and it has not been 
ra:fied by the Senate, the U.S. recognizes UNCLOS as customary interna:onal law due to its 
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widespread acceptance (Statement of Roger Rufe President, The Ocean Conservancy {PRIVATE} 
Before the Senate CommiFee on Foreign Rela:ons, 2003).  

UNCLOS is not without its cri:cisms and impotence. The visita:on powers granted by 
Ar:cle X of the Paris Conven:on of 1884 are never reauthorized in subsequent conven:ons 
including UNCLOS, meaning that the only vessels permiFed to inves:gate incrimina:ng 
behavior on the high seas and within the EEZ are other vessels under the same flag state. 
Addi:onally, Ar:cle 113 of UNCLOS delegates the trust of legisla:ng to individual party states. 
Ar:cle 114 of UNCLOS assigns fiscal responsibility to private actors who may damage cables for 
the purpose of funding repairs of those cables, the same fiscal responsibility is not applied to 
the case of state actors described in the preceding Ar:cle 113 (United Na:ons Conven:on on 
the Law of the Sea, 1982). While UNCLOS has reasserted that deliberate or negligent damage to 
subsea cables is a punishable offense, its provisions do liFle to inspire accountability amongst 
party states in the high seas and EEZs.  

The Law of Armed Conflict 

 The Law of Armed Conflict (LOAC) consists of several conven:ons from 1863 to 2005 
that provide interna:onal policies for conduct in ac:ve warfare (DOD, 2015). The Oxford 
Conven:on of 1913 specifies the neutrality of subsea cables and when it is permissible for 
“belligerent states” to cut them in war, the only immune cables being those between two 
neutral states (Oxford, 1913). The cunng of any cables during war:me is permiFed because 
they are considered a military objec:ve as long as economic, governmental, and military data 
are routed through subsea cables (DOD, 2015). However, cut cables impact more than military 
targets, the ramifica:ons extend to the civilian popula:on and the economy of the impacted 
state (Guilfoyle et al, 2022). The legisla:on that allows this was wriFen following World War I 
when subsea cables were primarily telegraph cables connec:ng government officials to other 
interna:onal state officials (Hayes, 2008; Guilfoyle et al, 2022). In the 20th century the world 
was less interconnected than today, so perminng the cunng of cables would have been less 
impac~ul especially to civilians (Hayes, 2008). The reasons behind this legisla:on no longer fit 
our interconnected and interdependent world, where cable cunngs would have far-reaching 
ramifica:ons for both civilians and military. 
 

Interna:onal Forums 

The dialogue on the protec:on of subsea cables is the subject of several interna:onal 
forums including the Interna:onal Telecommunica:on Union, the Interna:onal Cable Protec:on 
CommiFee, and their joint advisory body, the Interna:onal Advisory Body for Submarine Cable 
Resilience. The collabora:on of these congrega:ons is essen:al for progress in securing subsea 
cables through interna:onal efforts. 
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The Interna5onal Telecommunica5on Union 

 The Interna:onal Telecommunica:on Union (ITU) was established in 1865. The ITU is 
part of the UN, and consists of 194 state members which includes China, Russia, and the U.S. as 
state members (Interna:onal Telecommunica:on [ITU], n.d.b). The ITU plays the role of a broker 
for interna:onal telecommunica:on arrangements, including subsea cables, with the goal of 
providing telecommunica:on access to all states; however, only member states can par:cipate 
in conven:ons (ITU, n.d.a, 1992). The lack of representa:on of sector members of the 
telecommunica:on industry has been a point of conten:on for par:es in favor of mul:-
stakeholder governance of the internet. The ITU has a set of regula:ons adopted by members in 
the form of the Interna:onal Telecommunica:on Regula:ons (ITR) agreement (ITU, 2012b). In 
2012, the ITU broadened the scope of its ITR and its agreement of internet governance to 
regulate “authorized opera:ng agencies” which includes subsea cable companies (ITU, 2012b). 
The United States responded with a rejec:on of the proposi:ons: “The United States will 
oppose efforts to broaden the scope of the ITRs to empower any censorship of content or 
impede the free flow of informa:on and ideas” (ITU, 2012a). 

Per contra, China and Russia became signatories of the ITR proposed at the World 
Conference on Interna:onal Telecommunica:ons of 2012 (ITU, 2012b). The division between 
member states of ITU over internet governance undermines the organiza:on’s ability to 
facilitate treaty-level agreements and policies in the interna:onal telecommunica:on space that 
could protect subsea cables. 

The Interna5onal Cable Protec5on Commi>ee 

 In contrast to the ITU, the Interna:onal Cable Protec:on CommiFee (ICPC) established 
in 1958 accepts “cable ship owners, operators, cable manufacturers and others involved in the 
industry,” as vo:ng members. Governmental representa:ves are barred from vo:ng and serving 
on the Execu:ve CommiFee (Interna:onal Cable Protec:on CommiFee [ICPC], 2023). However, 
subsea cable industry members can aFend as representa:ves of their na:on of origin; China has 
six corpora:ons par:cipa:ng as members and the U.S. has 42 corporate representa:ves (ICPC, 
2025b). The ac:vi:es of the ICPC are stated as the following:  

• Promote awareness of submarine cables as cri:cal infrastructure to governments 
and other users of the seabed 

• Establish interna:onally agreed recommenda:ons for cable installa:on, protec:on 
and maintenance 

• Monitor the evolu:on of interna:onal trea:es and na:onal legisla:on and help to 
ensure that submarine cable interests are fully protected 

• Liaison with UN Bodies. (ICPC, 2025a) 
The ICPC also published a best prac:ces guide in 2020 for the protec:on and care of 

subsea cables that reiterates the applicable policies within UNCLOS with the addi:on of 
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industry-specific insights like the regula:on of “fish aggrega:ng devices (FADs),” the use of 
“automated iden:fica:on systems (AIS),” and the establishing of “cable protec:on zones” (ICPC, 
n.d.). The dis:nc:on of these recommenda:ons as enforceable interna:onal regula:ons would 
allow for higher-fidelity policies that protect subsea cables from inten:onal and uninten:onal 
damage but given that the ICPC has no interna:onal jurisdic:on, there is no impetus for na:ons 
to abide by these recommenda:ons. 

The Interna5onal Advisory Body for Submarine Cable Resilience 

The Interna:onal Advisory Body for Submarine Cable Resilience (SCR) was established 
November 2024 in a partnership between the ITU and ICPC with 40 leaders represen:ng 
different regions of the world, including representa:ves from the United States and China (ITU, 
n.d.c). The SCR was established with the goal of “promo:ng dialogue and collabora:on on 
poten:al ways and means to improve the resilience of this vital infrastructure that powers 
global communica:ons and the digital economy.” However, in a press briefing from December 4, 
2025, ITU Deputy Secretary General, Tomas Lamanauskas, reported that “the body is not set up 
to inves:gate specific incidents or aFribute the causes of the incidents,” (ITU, n.d.c., 2025b) 
Regardless of the capabili:es of the SCR, this new advisory body offers another opportunity 
between governmental and sectoral representa:ves to improve interna:onal legisla:on 
protec:ng subsea cables. In the first SCR Summit held on February 26th and 27th of 2025, many 
of the panels called aFen:on to the same concerns—such as the previous lack of mul:-
stakeholder dialogue for subsea cable protec:ons, incorpora:on of the ICPC Best Prac:ces into 
UNCLOS, as well as a call for these cables to be classified and priori:zed as cri:cal infrastructure 
interna:onally (ITU, 2025a).  
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Key Case Studies: Bal&c Sea, South China Sea, Red Sea  
While subsea cables break all over the world, the subsea cables purposefully damaged 

are concentrated in three places globally. In order to understand the circumstances around 
these major aFacks on subsea cable infrastructure, we chose to highlight three regional case 
studies: the Bal:c Sea, the South China Sea, and the Red Sea. These three mari:me regions 
were selected for their rela:vely high concentra:on of cables and incidents of damage to those 
cables—in each case driven by complex geopoli:cal dynamics involving actors in the region and 
omen the U.S., China, or Russia. Each case study examines the subsea cable infrastructure in the 
region, geopoli:cal conflicts involving states and other actors with the poten:al to impact 
cables, major incidents causing damage to cables, and unilateral and mul:lateral responses to 
these incidents. Taken together, these case studies offer details of how interna:onal law and 
geopoli:cal dynamics appear in specific regions and incidents, and the global implica:ons of 
threats to subsea cable infrastructure in the Bal:c Sea, Red Sea, and South China Sea. 

 

Bal:c Sea 

Spanning approximately 149,000 square miles, the Bal:c Sea has shallow waters and 
narrow basins. It is only accessible via three narrow choke points: the Great Belt, the LiFle Belt, 
and Øresund—all located in the Danish Straits of KaFegat and Skagerrak (Pawlak, 2024; 
Encyclopædia Britannica, 2025). Since 2022, about ten subsea cables have been cut that 
connect the region, with seven of those cuts occurring between November 2024 and January 
2025 (Buchholz, 2025).  A majority of these incidents have raised suspicions of sabotage by 
state actors, specifically Russia and China, who have been par:cularly ac:ve in the region 
(Buchholz, 2025).  

The increasing frequency of subsea cable incidents has propelled the Bal:c Sea region to 
the forefront of interna:onal geopoli:cal discussions. As the Bal:c Sea na:ons confront the 
vulnerabili:es of their subsea cable infrastructure, addressing the region's resilience amidst a 
shiming security landscape has become increasingly paramount. 

Infrastructure 

The Bal:c Sea hosts a significant subsea cable network, with over 35 cables connec:ng 
the countries bordering its waters (Dufetre, 2023). This network is crucial to the region's 
telecommunica:ons and mari:me infrastructure. Several telecommunica:ons companies in the 
region have significant stakes in suppor:ng this infrastructure. Arelion, a Swedish 
telecommunica:ons company, owns about 17 regional cables, including the EE-S1 and the BCS 
East-West Interlink, both of which have sustained damage recently (Dufetre, 2023; Voltri & ERR 
News, 2023). Similar to Arelion is the Finnish Telecommunica:ons and digital services company, 
Elisa Corpora:on. While Elisa has approximately three cables in the Bal:c Sea, which is less than 
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Arelion, it is nonetheless one of the companies whose cables have been damaged, namely the 
FEC-1 and FEC-2 (Elisa, n.d.; LoF, 2024; Dufetre, 2023). Furthermore, the largest suppliers in the 
region are Ericsson, a Swedish telecommunica:ons company, and the French company, Alcatel 
Submarine Networks (ASN), who is one of the largest manufacturers and installers of subsea 
cables (Ericsson, n.d.; & Alcatel Submarine Networks, n.d.).  

The subsea cable Eastern Light Sweden-Finland II, built by the Swedish company Eastern 
Light, will become opera:onal later this year (TeleGeography, n.d.). Eastern Light is also planning 
future subsea cable projects, including EL Bal:c Sea East, EL Bal:c Sea West, and EL Bal:c Sea 
Crossing, although no conclusive launch dates have been set (Eastern Light, n.d.). 

Table 2 displays data on the cables in the Bal:c Sea that have been suspected of 
inten:onal damage. The data includes the date of incident, cable name, length in miles, owners, 
and supplier.  

Table 2: Bal5c Sea Cables Damaged in Suspected A>acks5 

Date of 
Incident Cable Name Cable Length 

(Miles) Cable Owners Supplier  

October 
2023a Sweden-Estonia (EE-S1)c 149a 

Arelion (formerly Telia Carrier), GN 
Great Nordic, Telia EesT (formerly 
EesT Telekom, EMT, Elion)a 

ASNa 

November 
2024a BCS East-West Interlink 135a Arelion (formerly Telia Carrier)a Ericssona 

November 
2024a C-Lion1 728a C-Lion1a ASNa 

December 
2024a Estlink 2 105b Fingrid, Eleringb - -  

December 
2024c 

Finland Estonia ConnecTon 
1 (FEC-1)c 155d Elisa CorporaTonc ASNc 

December 
2024c 

Finland Estonia ConnecTon 
2 (FEC-2)c 155d Elisa CorporaTonc ASNc 

 

Geopoli5cal Landscape 

Russia’s 2022 invasion of Ukraine ushered in a new geopoli:cal reality for the Bal:c Sea 
region, as it has forced the bordering countries to confront a rapidly shiming security landscape. 
In response, Sweden and Finland made the unprecedented decision to join the North Atlan:c 
Treaty Organiza:on (NATO), crea:ng a “NATO Lake” as nine out of the ten countries in the 

 
5 Table data from: aDufetre (2023). bFingrid (2017). cTelegeography ( n.d.). dSouisa (2024). 
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region are NATO members (Kayali, 2023). With NATO’s hold on the Bal:c Sea na:ons 
strengthening and Moscow’s persistent percep:on of NATO expansion as a strategic threat to its 
interests, tensions are being exacerbated within the region in an already inflamed security 
environment (Rahr, 2025).  

The Bal:c Sea, like the Red Sea’s Gulf of Suez and the Bab el Mandeb Strait, is a shallow 
body of water, with an average depth of only about 180 feet (Brennan, 2025) The shallow depth 
makes the subsea cables more accessible because they lay closer to the surface. The Bal:c Sea 
is also a central commercial trading hub, with as many as 4,000 ships passing through daily 
(Brennan, 2025). The combina:on of shallow depth and significant shipping traffic makes the 
Bal:c Sea regions subsea cables more suscep:ble to inten:onal or uninten:onal damage. The 
accessibility of subsea cables to hos:le actors, combined with rising tensions between Russia, 
the Bal:c Sea na:ons and NATO has created a geopoli:cal hotspot. 

Within the Bal:c Sea region, the primary threat actor to subsea cable infrastructure is 
Russia. The region is known as the ‘Achilles heel’ of Europe, because it is par:cularly vulnerable 
to Russian aFacks due to its proximity to the ports of St. Petersburg and the Kaliningrad enclave 
(Desmarais, 2024). A comprehensive report released in April 2023 by Sweden's Television et al. 
(2023) outlines Russia's decade-long large-scale ac:vi:es mapping cri:cal infrastructure in the 
North and Bal:c Sea. The report specifically highlights the opera:on of 50 Russian ships in these 
waters, equipped with surveillance and advanced technology (Motrunych, 2023). Many of the 
ships were opera:ng without their Automa:c Iden:fica:on System (AIS) enabled—a system 
crucial for ship crews to know their loca:on and those of surrounding ships. The manipula:on 
of this data, also known as AIS spoofing, creates poten:al for disorder and collisions, and 
undermines mari:me order as it is difficult to take retaliatory measures against these vessels 
(Braw, 2024; Motrunych, 2023). 

Coupled with Russia's persistent subsea mapping is its rapidly advancing naval 
capabili:es. Sta:oned in Olenya Guba, off the coast of the Barents Sea, is Russia's military fleet 
of special-purpose vessels (Trakimavičius, 2021). These advanced vessels include intelligence 
ships, auxiliary submarines, and reconnaissance vessels that can hold deep-diving submersibles 
and drones for subsea engineering missions, all under the opera:ons of Russia’s General Staff 
Main Directorate for Deep Sea Research (GUGI) (Trakimavičius, 2021). Russia’s increasingly 
confronta:onal nature and expansion of naval fleets and equipment are exacerba:ng the Bal:c 
Sea countries' concerns about cable spying and sabotage. 

While Russia is currently the primary threat in the region, China’s expanding 
involvement is heightening apprehensions about the risks posed to subsea infrastructure. In 
2020, the United States warned Europe about China's growing presence in the 
telecommunica:ons industry, ci:ng concerns over the usage of Chinese-made components in 
telecommunica:ons infrastructure. However, Europe dismissed this warning, as at the :me, it 
did not share the same threat assessment (Besch & Brown, 2024). But later, in January 2024, 
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the European Parliament passed a resolu:on highligh:ng the poten:al future implica:ons of 
China's rising influence on European cri:cal infrastructure (European Parliament, 2024). The 
report outlines the concerns about Chinese companies linked to the People's Libera:on Army 
(PLA) acquiring European internet firms, China's HMN Technologies, and the high risk of 
cybersecurity and underwater surveillance (European Parliament, 2024). The report also calls on 
the European Commission to consider enac:ng new legisla:on to mi:gate security risks related 
to subsea cables (European Parliament, 2024). Furthermore, allega:ons have been made that 
the Chinese vessel Yi Peng 3, involved in a recent subsea cable incident, was working on behalf 
of Russia. European officials also expressed suspicions over the vessel's crew, a Chinese captain 
and Russian sailor and the similari:es of the AIS data to previous Russian shadow fleet vessels 
(Brovko, 2024; The Mari:me Execu:ve, 2024). 

China and Russia's ac:vity in the Bal:c Sea have raised significant concerns about their 
inten:ons regarding subsea infrastructure. While Russia's mari:me ac:vi:es are not necessarily 
unusual, the intensifica:on of its ac:ons in a considerable weaponized capacity is raising 
ques:ons. Coupled with this is the increasing assessment of China’s ac:vi:es rela:ng to subsea 
infrastructure as a threat.  

Major Incidents 

In recent years, the frequency of subsea cable incidents in the Bal:c Sea has increased 
significantly, highligh:ng the vulnerabili:es of this infrastructure. On October 7th and 8th of 
2023, the Bal:connector gas pipeline, two subsea cables connec:ng Finland and Estonia, and 
the EE-S1 subsea data cable connec:ng Sweden and Estonia were damaged (Chiappa & 
Ngendakumana, 2023). However, the overall func:onality of the cables was not disrupted. The 
incident was aFributed to the Chinese vessel Newnew Polar Bear, which had dragged its anchor 
for over 100 miles (Ministry of Defence, 2023; Tegler, 2023). Inves:ga:ons revealed that the 
Newnew Polar Bear, and the Russia cargo vessel Sevmorput were present at the damage sites. 
The Newnew Polar Bear had also been found at the Russian port of Arkhangelsk with a missing 
anchor—the same anchor paint was discovered on the severed cable (Benner, 2025). Although 
Beijing ini:ally denied the vessel's involvement, about ten months later, it admiFed the Chinese 
flagged vessel was behind the incident, aFribu:ng it to “bad weather” (Benner, 2025). 

Just over a year later, on November 17, 2024, the BCS East-West Interlink cable 
connec:ng Sweden and Lithuania was cut, resul:ng in about a fimh of Lithuania’s internet 
capacity being reduced, although consumers were largely unaffected (As:er & Kirby, 2024). Less 
than 24 hours later, on November 18th, the C-Lion1 cable connec:ng Finland and Germany was 
also cut; however, consumers were not affected (As:er & Kirby, 2024). These incidents are 
believed to be related, with suspicions centering on the Chinese vessel Yi Peng 3. The vessel 
departed from the Russian port of Ust-Luga on November 15th, and mari:me tracking data 
placed it at the exact :me and place of breaches (Reuters, 2024). Following the cable cuts, the 
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Yi Peng 3 was held in the KaFegat Strait, with many Bal:c leaders voicing concerns over 
suspected sabotage and the possibility that the captains or officers of the ship were bribed by 
Russian agents—no conclusive evidence has been found to corroborate these claims (As:er & 
Kirby, 2024; Pancevski, 2024). Amer tense nego:a:ons with China, several officials from each of 
the affected countries were allowed to conduct inspec:ons. A report has yet to be released and 
on December 21st, the Yi Peng 3 was cleared to con:nue its journey (Benner, 2025; Swedish 
Coast Guard, 2024). 

On December 25, 2024, just over a month amer the severing of the BCS East-West 
Interlink and the C-Lion1 cables, the Estlink 2, the FEC-1, the FEC-2 connec:ng Finland and 
Estonia and C-Lion1 cables were cut by the Russian oil tanker Eagle S amer it dragged its anchor 
for almost 62 miles (LoF, 2024). A unique vessel, the Eagle S bears a Cook Island flag, is 
registered with the United Arab Emirates, operated by an Indian company in Mumbai, and most 
of the crew is from India and Georgia (Benner, 2025). The ship is currently being detained in 
Finland, under the pretense of aggravated criminal mischief and interference with 
communica:ons. Travel bans for nine of the crew members have also been put in place (Mar:n, 
2025; Rintakumpu, Arts & Ondraskova, 2025). During the ini:al inves:ga:on, the Eagle S was 
found to have specific transminng gear, laptops with Russian and Turkish language keyboards, 
and sensor-type devices; therefore, it is also suspected of being part of Russia’s shadow fleet 
(Bockmann, 2024). Some European and U.S. intelligence analysts have suspected the incident to 
be accidental; however, the lead inves:gator and mari:me experts argue otherwise, ci:ng that 
the anchor weighs over 100 metric tons. Therefore, dragging that heavy of an anchor 
undoubtedly makes a significant amount of noise, and it would be impossible not to no:ce. 
Currently, inves:ga:ons are ongoing and expected to con:nue over the next several months 
(Yadav, 2025; Mar:n, 2025). 

Interna5onal Response 

In the wake of these incidents, the Bal:c Sea countries are reassessing the vulnerabili:es 
of their subsea infrastructure. This is coupled with a strong response from interna:onal 
organiza:ons, which are ini:a:ng opera:ons and ac:on plans to protect subsea cable 
infrastructure and prevent future incidents. 

Responses From States 
As a response to these recent cable cuts, Finland, Sweden, and Lithuania have 

proac:vely ini:ated na:onal measures to strengthen the resilience of their subsea networks. As 
a country that has been the vic:m of numerous aFacks, Finland is diligently working with other 
Bal:c Sea na:ons, including Sweden, Estonia and Germany, to conduct joint inves:ga:ons 
(Bryant & Sauer, 2024). Addi:onally, Finland and Germany released a joint statement about how 
it is crucial to safeguard subsea infrastructure (Browne, 2024).  
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Finland's growing collabora:on is due to its dedica:on to ac:vely working with NATO—
for instance, increasing the frequency of patrols around vital subsea cable areas. It is suspected 
that Russia’s aggression is a result of Finland’s accession to NATO (Braw, 2024; Wallace, 2024). 
Sweden also is showing strong support for inter-country collabora:on and working towards 
Bal:c Sea security. It has pledged to send up to three warships and a sea surveillance aircram, 
the ASC890, from the Swedish Armed Forces to aid in monitoring subsea cri:cal infrastructure 
and further inves:gate Russia's shadow fleet (Agence France-Presse, 2025). Lithuania is taking a 
unique approach to address subsea infrastructure vulnerabili:es by fostering public and private 
partnerships. The Lithuanian Armed Forces have signed an agreement with Litgrid, the country's 
electricity transmission system operator, to enhance the security of cri:cal subsea infrastructure 
in the Bal:cs (BBC, 2025).  

Although the Bal:c Sea na:ons are addressing subsea cable security issues individually, 
they also maintain strong regional collabora:on and coopera:on. On December 17, 2024, The 
Joint Expedi:onary Force Leader summit in Tallinn between 12 countries yielded a strong 
response to Russia's growing shadow fleet—countries pledged to disrupt and deter this growing 
threat (Government Communica:on Unit, 2024). As part of a coordinated effort, mari:me 
authori:es are now reques:ng proof of insurance from suspected shadow vessels as they pass 
through the English Channel, Danish Straits of the Great Belt, which is the sound between 
Denmark and Sweden, and the Gulf of Finland (Government Communica:on Unit, 2024).  

Furthermore, in early January 2025, the U.K. ini:ated a Joint Expedi:onary Force (JEF), 
dubbed opera:on "Nordic Warden," which consists of the Bal:c Sea na:ons, Iceland, Norway 
and the Netherlands to bolster security in the Bal:c Sea, North Sea, English Channel, and 
KaFegat Strait (Ministry of Defense et al., 2025). Nordic Warden primarily u:lizes ar:ficial 
intelligence (AI) to analyze data from various sources and compile a system where shadow fleet 
vessels can be registered (Ministry of Defense et al., 2025). If a risk is detected, a widespread 
signal is spread to NATO and other allies. This JEF opera:on focuses on the protec:on of Cri:cal 
Undersea Infrastructure, complemen:ng NATO’s ac:ons to deepen military :es and 
interoperability between these countries (Ministry of Defense et al., 2025; & Moyer, 2024). 

Responses From Interna:onal Organiza:ons 
The threat to the Bal:c Sea countries’ subsea infrastructure has forced the European 

Union to evaluate how it can become more resilient against cable damage. On December 26, 
2024, one day amer the severing of the Estlink 2 cable between Finland and Estonia, the 
European Commission and the High Representa:ve on the Inves:ga:on into the Damaged 
Electricity and Data Cables in the Bal:c Sea released a joint statement (European External 
Ac:on Service [EEAS], 2024). This statement not only commended Finland’s rapid response to 
the incident but also reaffirmed the European Commission's strong and unwavering support for 
Finland, Estonia, and Germany (EEAS, 2024). It also proposed measures to protect Cri:cal 
Undersea Infrastructure and address Russia’s shadow fleet including enhanced informa:on 
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sharing, developing repair capabili:es, and crea:ng new detec:on technologies to reinforce 
subsea safeguards (EEAS, 2024). 

Then, on January 29, 2025, the European Commission, led by Equality Commissioner 
Helena Dalli, called for an EU-wide response to the moun:ng threats towards crucial subsea 
infrastructure in the Bal:c Sea (CE No:cias Financieras: English, 2025). The European 
Commission, ci:ng Russia's aggressive ac:ons and China's increasing influence, stressed the 
need for a unified EU response (CE No:cias Financieras: English, 2025). Dalli reiterated the 
region's vulnerability to hybrid aFacks and the EU's role in defending na:onal cri:cal 
infrastructure and bolstering European Security (CE No:cias Financieras: English, 2025).  

Less than a month amer this declara:on, Henna Virkkunen, Execu:ve Vice-President of 
the European Commission for Tech Sovereignty, Security and Democracy, presented the Joint 
Communica:on to strengthen the security and resilience of submarine cables (European 
Commission 2025). This EU-wide ac:on plan, with its focus on preven:on, detec:on, response, 
recovery, and deterrence, is designed with a long-term vision to ensure the security of subsea 
cables (European Commission, 2025). The primary ac:ons included in this strategy are inves:ng 
in cable resilience through new technology, increasing the ability to detect and respond to 
incidents before they occur, and enhancing surveillance capabili:es and coopera:on on 
intelligence data sharing. The goal of this new plan, which will take place between 2025 and 
2026, is to expand the EU’s subsea cable security in the face of a dynamic threat landscape 
(European Commission, 2025). The EU is taking the concrete steps needed to ensure Europe’s 
subsea cable security, as the con:nued incidents in the Bal:c Sea have displayed the 
vulnerabili:es of subsea cables and the poten:al for destabiliza:on through subsea cable 
destruc:on (European Commission, 2025).  

In response to the recent string of subsea cable incidents in the Bal:c Sea, NATO's Allied 
Command Opera:ons (ACO) launched a new mission known as 'Bal:c Sentry’ on January 14, 
2025. This mission aims to increase NATO military presence and build countries' resilience 
against future aFempts at damage by an adversary (SHAPE Public Affairs Office, 2025). The 
Allied Joint Force Command Brunssum (JFCB) is leading the new mission and working closely 
with the Allied Mari:me Command (MARCOM) and the NATO Mari:me Centre for Security of 
Cri:cal Underwater Infrastructure (NMCSCUI) (SHAPE Public Affairs Office, 2025). The strategy 
involves the deployment of a wide range of advanced assets, including frigates, mari:me patrol 
aircram, naval drones, and surveillance technology, all to counter the destabilizing ac:ons posed 
by state and non-state actors (North Atlan:c Treaty Organiza:on, 2025). With the new mission 
underway, NATO is set to deploy uncrewed surface vessels (USVs), also known as drone boats, 
as part of the Bal:c Sentry (Altman, 2025). The USVs will con:nuously monitor cri:cal areas 
24/7, delivering situa:onal awareness via imagery and electromagne:c spectrums, genera:ng it 
on various pla~orms (Altman, 2025).  
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Implica5ons 

In the midst of rising geopoli:cal tensions, the Bal:c Sea region is confron:ng a new 
reality regarding threats and offensive ac:ons against their subsea cable infrastructure. With 
Russia’s expanding mari:me ac:vi:es, and China’s increasingly asser:ve nature, the Bal:c Sea 
na:ons and interna:onal organiza:ons are realizing the very real threat to the subsea cables in 
the region. This realiza:on is driving the urgency of collabora:ve efforts to implement more 
essen:al safeguards that ensure the safety and resilience of these cables.  

 

South China Sea 

The South China Sea spans 3.5 million square km wide across the western Pacific Ocean 
and lies south of China, west of the Philippines, east of Vietnam, and north of Malaysia, Brunei, 
Singapore, and Indonesia (Guo, 2018). The South China Sea holds valuable natural resources 
such as oil and gas and a fishing ground, func:ons as a high-volume shipping waterway, and is a 
central hub for subsea cables (Congressional Research Service [CRS], 2023; Guo, 
2018; TeleGeography, n.d.). However, the sea is also a hot point of geopoli:cal conten:on. 
Overlapping territorial disputes, tense cross-strait rela:ons between China and Taiwan, and 
increasing U.S.-China compe::on makes this region more and more challenging as an area to 
lay and maintain subsea cables.  

The geopoli:cal conflicts over the South China Sea may have also led to increasing 
numbers of incidents involving cables. There have been three major instances of subsea cable 
damage that are suspected to be inten:onal state ac:ons in the South China Sea, all involving 
cables connec:ng to Taiwan (Runde et. al, 2024). In 2023, two cables near Taiwan’s outlying 
Matsu Islands were severed at the same :me; in January of 2025, a cable was damaged off the 
northern coast of Taiwan; and in February of 2025, while this report was in progress, a cable 
linking Taiwan to its outlying Penghu islands was severed (Chang, 2025; Braw, 2023; Tobin et. al, 
2025). It is difficult to infer if the cables were damaged accidentally or inten:onally, but 
Taiwanese officials suspected the incidents were inten:onal efforts from China to pressure 
Taiwan poli:cally (Chang, 2025; Braw, 2023; Tobin et. al, 2025). 

Infrastructure 

The South China Sea is a key area for subsea cables connec:ng Africa, Asia, Australia, 
Europe, and the Americas (Noor, 2024a). Many of these cables coalesce at landing points in 
Hong Kong and Singapore, the laFer of which will be connected to over 40 subsea cables by 
2028 (Noor, 2024b). Greater demand for internet connec:vity and speed as well as investments 
in data centers in Southeast Asia have driven increased need for bandwidth, leading to more 
subsea cables in the region (Noor, 2024b). 

Ownership of these cables varies. In Taiwan, as the largest telecommunica:ons 
company, Chunghwa Telecom holds primary ownership of the subsea cables connec:ng to the 
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island (Wang. 2025). In contrast, the Trans-Pacific Express (TPE) cable—one of the cables 
damaged under suspicious circumstances—has mul:ple owners including AT&T, China Telecom, 
China Unicom, Chunghwa Telecom, KT, NTT, and Verizon; all of which share a joint investment of 
$500 million (Submarine Cable Networks [SCN], n.d). They all have equal rights of vote and 
capacity ownership over the cable. TPE is also the subsea cable system that directly links the 
U.S. to China, Japan, and South Korea (SCN, n.d).  

In terms of major suppliers, Japanese-based NEC is one of the main suppliers of subsea 
cables in the South China Sea, having built more than 400,000 km of cables (PR Release, 2024). 
NEC has also signed agreements with the Southeast Asia-Japan 2 consor:um to build subsea 
cables that connect Singapore, Thailand, Cambodia, Vietnam, Hong Kong, Taiwan, China, Korea, 
and Japan (Qui, 2018). The company has also taken on various other projects in the South China 
Sea to manufacture and lay cables.  

With the recent cable damages, there have been many delays on future subsea cable 
projects in the South China Sea due to tensions between China and the United States. Since 
2020, the U.S. has been discouraging other na:ons to build or repair subsea cables by China 
because of concerns with sensi:ve communica:ons passing through those cables and Chinese 
spying and sabotage (Lee, 2024). The U.S. is also concerned with China poten:ally collec:ng 
data and believes that Chinese firms would monitor data running through the cables (Runde et. 
al, 2024). However, amer hearing this, China delayed projects without giving approval of permits 
for other companies to repair or build new cables (Lee, 2024).  

Table 3 shows cables that have been suspected of being aFacked or damaged by state 
actors in the South China Sea. The data table includes the cables’ length in miles, owners, 
suppliers, and the date of when the incident of the cable occurred. 
 
Table 3: South China Sea Cables Damaged in Suspected A>acks6 

Date of 
Incident Cable Name Cable Length 

(Miles) Cable Owners Supplier  

February 
2023b 

Taiwan Penghu Kinmen 
Matsu No.2 (TPKM2)a 290a Chunghwa Telecoma NECa 

February 
2023b 

Taiwan Penghu Kinmen 
Matsu No.3 (TPKM3)a 316a Chunghwa Telecoma NECa 

January 
2025c 

Trans-Pacific Express 
(TPE)a  11,164a AT&T, China Telecom, China Unicom, 

Chunghwa Telecom, KT, NTT, Verizona SubComa 

February 
2025 

Taiwan Penghu Kinmen 
Matsu (Number unknown) Unknown Chunghwa Telecoma NECa 

 
6 Table data from: aTeleGeography (n.d.), bLipscombe (2025), cTobin et. al (2025) 
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Geopoli5cal Landscape 

The South China Sea is a center for mari:me economic ac:vi:es and a major shipping 
route. Around 70% of all global trade is transported through the sea, and of this percentage 60% 
of mari:me trade passes through Asia and the South China Sea (Schrag, 2021). The UN 
Conference on Trade and Development es:mates that over 21% of global trade travelled 
through these waters in 2016, genera:ng $3.37 trillion (BBC, 2023). With heavy shipping traffic, 
subsea cables are already vulnerable to inten:onal or accidental damage from anchors. 
Addi:onally, as one of the world’s top fishing grounds, cables are prone to accidents since 
anchors and nets are constantly dragged through the seabed (Tan, 2024). In addi:on to the 
economic importance of the South China Sea are complex geopoli:cal dynamics. There are 
several interconnected issues in the region—contested territorial claims in the South China Sea, 
cross-strait rela:ons between China and Taiwan, and increasing U.S.-China compe::on and 
conflict.  

Overlapping claims to the waters of the South China Sea, and subsequently increased 
control over the subsea cables along its seabed, have created a tense geopoli:cal environment 
in this key region. Brunei, China, Indonesia, Malaysia, the Philippines, Taiwan, and Vietnam have 
various territorial claims in the sea—with China making arguably the most asser:ve claims over 
its rights to the area (CRS, 2023). Many of these territorial claims center around the Paracel 
Islands, Scarborough Shoal, and Spratly Islands, because sovereignty over these small rocky land 
masses extends a country’s exclusive economic zone (EEZ) under the UN Conven:on on the Law 
of the Sea (CRS, 2023; Desurmont, 2024). China’s claims in the sea, including all three of these 
island and shoal clusters, is ar:culated by the Chinese government as a “nine-dash line,” which 
extends into the 200-nau:cal-mile EEZs from the mainland coasts of Brunei, Indonesia, 
Malaysia, the Philippines, and Vietnam (CRS, 2023).  

The Philippines, in par:cular, has had tense rela:ons with China over disputed claims in 
the South China Sea. Amer a confronta:on between Chinese and Philippine ships in 2013, the 
Philippines sought arbitra:on in an UNCLOS arbitral tribunal concerning mari:me rights and 
en:tlements in the South China Sea (Guo, 2018). Since the Philippines and China are both 
par:es to UNCLOS, they were able to address the issues for seFlement of the dispute. The 
tribunal ruled that China’s claims to its right within the “nine-dash line” did not align with the 
en:tlement permiFed by UNCLOS and that China unlawfully interfered with Philippine vessels 
(CRS, 2023; Guo, 2018). The decision stated that the Philippines’ arbitra:on was valid and China 
would face consequences if it refuses to abide by the ruling, but China declared the ruling “null 
and void” (CRS, 2023; Guo, 2018). More recently, there have been minor conflicts between the 
Coast Guards of the two countries (CRS, 2023). The Philippines’ Coast Guard has been “ac:vely 
challenging” the Chinese Coast Guard presence in the Philippine province Zambales (Baum et. 
al, 2025). On January 24, Philippine President Marcos proposed dismantling a U.S. missile 
system in the Philippines if China agreed to cease its aggressive ac:ons in the South China Sea 
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(Baum et. al, 2025). As the U.S. and the Philippines have a mutual defense treaty, an aFack on 
Philippine forces in the South China Sea would invoke U.S. commitments, making the South 
China Sea a poten:al star:ng ground for a larger conflict (CRS, 2023).  

The disputes over territorial claims and tensions between China and other claimants 
create an environment that hinders the ability of cable companies to operate in the South China 
Sea. Since UNCLOS gives countries sovereignty over cables in their EEZs, cable companies must 
receive perminng from each claimant—something that is complicated by the different 
interpreta:ons of UNCLOS. Addi:onally, as geopoli:cal tensions heat up, companies are wary of 
sending personnel to the South China Sea, leading to a lack of maintenance ships able to 
navigate the region (Desurmont, 2024).  

Another complex issue in the outskirts of the South China Sea is the rela:onship 
between China and Taiwan. While Taiwan is func:onally independent, including having its own 
democra:cally elected government, China claims the island as part of its territory. Domes:cally, 
poli:cal leaders in Taiwan have differing views on its status and rela:onship with Beijing, but 
recently consecu:ve electoral wins by the Democra:c Progressive Party (DPP), which do not 
view Taiwan as part of China, have ratcheted up tensions across the Strait. In terms of its 
interna:onal status, Taiwan is not a member of the UN and is therefore not a signatory to 
UNCLOS (Maizland & Fong, 2025). Addi:onally, the U.S. and Taiwan do not have official 
diploma:c rela:ons but instead have a robust unofficial rela:onship including extensive 
economic :es and con:nuing U.S. arms sales to Taiwan. While the possibility of an invasion of 
Taiwan to forcefully reincorporate the island under China’s control has loomed in interna:onal 
conversa:ons for years, experts disagree on the likelihood and :ming of such an event 
(Maizland & Fong, 2025). The U.S. has provided military support to Taiwan for decades, but it is 
important to note the U.S. and Taiwan do not have any sort of mutual defense treaty and the 
U.S. endeavors to maintain a certain level of ambiguity around whether it would come to 
Taiwan’s aid in the event of an aFack from China (Maizland & Fong, 2025).  

Incidents regarding damage to Taiwan’s subsea cables can be viewed in parallel with 
China’s other ac:ons in the Taiwan Strait and, therefore, have far-reaching implica:ons in the 
event of a conflict. Beijing’s history of sending military ships, fishing vessels, and sand dredgers 
into the waters around Taiwan have been described as pressure tac:cs intended to in:midate 
the Taiwanese government. In addi:on, Taiwan has been the vic:m of a barrage of cyberaFacks 
from Chinese hackers targe:ng government agencies (Cheung et. al., 2021). The possibility of a 
deliberate severing of subsea cables as a precursor to an invasion has been discussed by the 
U.S. and its partners in the region, as such a tac:c could isolate Taiwan diploma:cally and 
hinder a coordinated military response (Hinrix, 2024). This possibility has been explored in a war 
game simula:on held by the Japan Forum for Strategic Studies in Tokyo (Chin & Yun-yao, 2023).  
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Major Incidents 

The three incidents in the South China Sea regarding suspected state sponsored aFacks 
of cables all involved Taiwan. In 2023, two cables connec:ng Taiwan to Matsu, a series of 
outlying islands off the coast of China, but under Taiwan’s jurisdic:on, were severed within days 
by Chinese fishing and cargo vessels. The two cables, Taiwan Penghu Kinmen Matsu No.2 
(TPKM2) and Taiwan Penghu Kinmen Matsu No.3 (TPKM3) were the only source of connec:on 
in Matsu, causing 13,000 residents to experience an internet blackout for weeks (Braw, 2023, 
SCM, n.d.). While there was no concrete evidence to point to state sponsored sabotage as the 
reason for the break, Taiwanese officials from the Democra:c Progressive Party accused Beijing 
of inten:onally causing damage to harass Taiwan (Chiang & Tobin, 2023; Shan, 2023). 

Another incident involving Taiwan’s subsea cables occurred more recently. On January 7, 
2025, damage was detected on the Trans-Pacific Express, a cable linking Taiwan to the U.S., 
China, Japan, and South Korea. Communica:ons were rerouted immediately, and there were no 
major disrup:ons of service (Tobin et. al, 2025). Taiwan’s Coast Guard intercepted a cargo ship, 
the Xing Shun 39, that was suspected of dragging its anchor to damage the cable. The ship was 
flagged under Tanzania and Cameroon but is owned by a Hong Kong company and crewed by 
seven Chinese na:onals (Tobin et al, 2025). Taiwan officials said the ship appeared to use two 
sets of Automa:c Iden:fica:on System (AIS) equipment, which broadcasted two different 
names and loca:ons, leading to suspicions that the incident was inten:onal (Tobin et al, 2025). 
In an interview, Herming Chiueh--the deputy head of Taiwan’s Ministry of Digital Affairs—stated 
that cable-cunng accidents are unlikely to be accidental because, "you need to accidentally 
[drop your] anchor on the cable, and then you need to accidentally turn on your engine with the 
anchor down, and even [if] you realize your anchor is down, you need to keep the engine 
moving un:l you cut the cable" (Wang, 2025). The incident ended with the cargo ship depar:ng 
towards South Korea, and Taiwanese authori:es no:fying their South Korean counterparts of 
the damage (Tobin et al, 2025).  

Another instance of damage to subsea cables connec:ng to Taiwan occurred while this 
report was being developed. On February 25, 2025, Chunghwa Telecom detected that the cable 
linking Taiwan to its outlying Penghu islands had been disconnected. The damage was 
suspected to be from a Togo-flagged vessel crewed by eight Chinese na:onals, which the Coast 
Guard intercepted and escorted back to the port of Tainan for inves:ga:on (Chang, 2025). The 
Taiwanese Coast Guard said the incident is now under inves:ga:on by prosecutors “in 
accordance with na:onal security-level guidance” (Chang, 2025). In response to coverage of this 
incident, Beijing has accused Taiwan of manipula:ng the incident for poli:cal purposes (Chang, 
2025). This statement is aligned with common narra:ves from Beijing on subsea cables, as 
China has not taken accountability for the aFacks in the subsea cables near Taiwan and has 
claimed that they fall in line with other previous ‘common mari:me accidents’ (Chang, 2025).  



 61 

Interna5onal Response 

 These aFacks and the vulnerability of the cables have raised concerns for countries 
surrounding the South China Sea as well as for countries involved in future cable projects. Many 
countries have responded to the subsea cable incidents that have occurred in the South China 
Sea, including the U.S. and Taiwan. These incidents have also contributed to measures taken in 
mul:lateral organiza:ons to address vulnerabili:es in subsea cables.  

Responses From States 
Increased risks to cables in the South China Sea have led to several responses from the 

United States. U.S. companies are increasingly rerou:ng cable projects to avoid the South China 
Sea, instead following waters that border Indonesia and the Philippines (Tan, 2024). Alongside 
this, the U.S. has been blocking cable projects that link to Hong Kong due to concerns around 
espionage and poten:al sabotage of communica:ons (Tan, 2024). For example, par:es 
manufacturing and laying the Bay-to-Bay Express Cable System withdrew their licensing 
applica:on to the FCC amer it was recommended by a U.S. agency to be denied due to the 
connec:on to Hong Kong (Noor, 2024b). Subsequently, Meta and Amazon filed a new 
applica:on for the cable to be rerouted to the Philippines (Noor, 2024b). The rerou:ng and 
delays of the cables are expected to increase both the cost and complexity of the projects for 
secure communica:on channels. However, several other cable projects headed by Southeast 
Asian na:ons are s:ll moving forward in the South China Sea (Noor, 2024b).  

Taiwan has also pursued alterna:ve op:ons for internet connec:vity. Taiwan’s Ministry 
of Digital Affairs (MODA) has priori:zed the establishment of low and medium earth orbit 
satellite networks as an alterna:ve to subsea cables in the event of disaster or conflict (Hinrix, 
2024). With the new implementa:on of satellite networks, Taiwan can rely on backup systems 
from non-Chinese private sector partners (Hinrix, 2024). The Taiwanese government has also 
taken steps to protect subsea cables. MODA has presented a report to the Execu:ve Yuan, the 
main legisla:ve body of Taiwan, designa:ng Taiwan’s subsea cables as essen:al infrastructure 
(Hiciano, 2025). MODA also announced plans to enhance Taiwan’s resilience to such disrup:ons 
by expanding monitoring sta:ons, providing subsidies to telecom operators for cable repairs, 
and inves:ng in alterna:ve communica:on infrastructure, such as microwave systems (Hiciano, 
2025). 

Responses from Interna:onal Organiza:ons 
 Increased threats to the security of subsea cables and the ability of cable companies to 
freely navigate the South China Sea have also prompted a response from a mul:lateral 
organiza:on. The Quadrilateral Security Dialogue (the Quad)—an informal diploma:c 
partnership between the U.S., Australia, India, and Japan—announced in May of 2023 the Quad 
Partnership for Cable Connec:vity and Resilience. Another partnership of interest in the region 
is the Associa:on of Southeast Asian Na:ons (ASEAN). ASEAN benefits from being regionally 
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focused as it provides a pla~orm for the Southeast Asian countries to exchange views and ideas 
on policy (Davenport, 2025). Such a pla~orm allows for spreading awareness about subsea 
cable issues and then shaping ASEAN policy in the interest of the party members. In ASEAN’s 
2024 annual report, the group announced that they were planning to introduce subsea cable 
bilateral agreements between Singapore and Vietnam, Singapore and Cambodia, and Laos and 
Vietnam to promote trade (ASEAN, 2024).  

Implica5ons 

While the tense geopoli:cal dynamics in the South China Sea have been an ongoing 
issue for many years, in recent years conflicts over subsea cables have begun to reflect these 
dynamics. Threats to subsea cables in the South China Sea have manifested most clearly around 
the island of Taiwan, where mul:ple incidents have been deemed suspicious of being 
inten:onal ac:on from China. Heightened risks to this essen:al global infrastructure have 
prompted responses from both the U.S. and Taiwan exploring alterna:ve op:ons. 

 

Red Sea 

The Red Sea is a narrow extension of the Indian Ocean spanning 174,000 square miles 
and is located in the fault depression between Africa and the Arabian Peninsula (Schreiber and 
Ryan, 2025). As the shortest and most economical route from Asia to Europe, the Red Sea has 
been a major shipping route for over 150 years (Burgess, 2022). The advantageous loca:on of 
the Red Sea also makes it an ideal place for subsea cables to connect Asia and Europe (Burgess, 
2022). An es:mated 90% of communica:ons between Europe and Asia and 17% of global 
internet traffic traverse cables under the 14-mile-wide Bab el Mandeb Strait where the Red Sea 
meets the Gulf of Aden (Monaghan et al., 2024). 

There have been three instances of subsea cable damage in the Red Sea that have either 
been suspected to be inten:onal sabotage and have been aFributed to a state or non-state 
actor. In 2008, five cables in the Red Sea were damaged which led to suspicions that the 
damage was inten:onal (Borland, 2008). In 2013, there was suspected inten:onal damage to at 
least four cables when three unknown divers were caught aFemp:ng to cut a cable near 
Alexandria (Musil, 2013). In 2024, three cables were accidentally damaged by the anchor of a 
ship amer the ship was aFacked by Houthis in the Red Sea (Gambrell, 2024). These aFacks have 
highlighted the vulnerabili:es of subsea cables in the Red Sea, and the geopoli:cal 
consequences of subsea cable damage in this choke point. 

Infrastructure  

There are currently a total of fourteen opera:onal subsea cables that pass through the 
Red Sea, eleven of which connect Asia and Europe (Gambrell, 2024; Burgess, 2022). ASN is the 
supplier of seven of the cables, SubCom is the supplier of four, and NEC is the supplier of three 
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(TeleGeography, n.d.). Telecom Egypt is a par:al owner of seven cables and Saudi Telecom is a 
par:al owner of five cables (Burgess, 2022).  

Ownership of the cri:cal subsea infrastructure in the Red Sea and involvement in the 
governance of telecommunica:ons companies can be used as a tool by governments to gain 
influence in the Red Sea. Telecom Egypt is very involved in the cables in the area since many of 
the cables go above land in Egyp:an territory in order to cross into the Mediterranean (Burgess, 
2022). Telecom Egypt used to be fully owned by the Government of Egypt, but the Egyp:an 
Ministry of Finance recently divested 10% of the company’s total outstanding share (Economy 
Middle East, 2023). The Egyp:an Ministry of Finance remains the main shareholder with a 70% 
ownership stake and the board of directors of the company remains the same (Economy Middle 
East, 2023). Telecom Egypt’s par:al ownership in many of the cables that pass through the Red 
Sea, along with the fee it charges for crossing Egyp:an land, demonstrates Egypt’s ability to 
leverage this geographical choke point for increased influence over subsea cables. Saudi 
Telecom is also majority owned by the government of Saudi Arabia, with the government having 
a 70% share in the company (stc Group, n.d.). 

There are five cables that are either currently being laid in the Red Sea or will be laid in 
the future (TeleGeography, n.d.). In 2025, three out of five of these planned cables will become 
opera:onal. Telecom Egypt is a par:al owner of three of the planned cables (TeleGeography, 
n.d.). SubCom will be the supplier for two of these cables and ASN will be the supplier for two 
of these cables as well, indica:ng that SubCom and ASN are emerging as the top suppliers of 
subsea cables in the Red Sea, showing the influence of U.S. and European powers in the region 
(TeleGeography, n.d.).  

One of the most significant cables that will be laid in this region in the near future is the 
SeaMeWe-6 cable (TeleGeography, n.d.). This cable is owned by a consor:um of 
telecommunica:ons companies and private businesses and will be ready for service by 2026 
(TeleGeography, n.d.). The SeaMeWe-6 cable broadly starts in Tuas, Singapore and ends in 
Marseille, France and will connect Southeast Asia, South Asia, the Middle East, and Europe 
(TeleGeography, n.d.). There was an intense bidding war to determine whether SubCom or HMN 
Technologies would be the supplier for the SeaMeWe-6 cable. The U.S. intervened in the 
bidding process using diploma:c channels to ensure that SubCom would be the supplier instead 
of HMN Technologies (Brock, 2023). This interven:on took place because of concerns over 
espionage, since HMN Technologies is a Chinese company (Brock, 2023). The U.S. government’s 
involvement in the development of the SeaMeWe-6 cable demonstrated the strategic 
importance of the Red Sea as a channel for cables, as well as the impacts of U.S.-China 
compe::on on determining cable suppliers in the region. 

Table 4 shows data on the cables in the Red Sea that have been suspected of being 
damaged inten:onally including the cables’ length in miles, owners, supplier, and when the 
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damage that was suspected to be inten:onal occurred. This data helps iden:fy frequently 
aFacked cables, as well as poten:al paFerns with ownership and supplier contracts. 

Table 4: Red Sea Cables Damaged in Suspected A>acks7 

Date of 
Incident Cable Name Cable Length 

(Miles) Cable Owners Supplier  

January - 
February 
2008d 

FLAG Europe-Asia (FEA)e 17,399a Global Cloud Xchangee SubCom
e 

January - 
February 
2008d 

FALCONe 6,400a Global Cloud Xchangee ASNe 

January - 
February 
2008d, 
March 2013c 

SeaMeWe-4e 12,428a 

Algerie Telecom, Bangladesh 
Submarine Cable Company Limited 
(BSCCL), BharT Airtel, ETsalat UAE, 
NaTonal Telecom, Orange, Pakistan 
TelecommunicaTons Company Ltd., 
Saudi Telecom, Singtel, Sparkle, Sri 
Lanka Telecom, Tata CommunicaTons, 
Telecom Egypt, Telekom Malaysia, 
Tunisie Telecom, Verizone 

ASN, 
Fujitsue 

March 2013c IMEWEe 7,513a 

BharT Airtel, ETsalat UAE, Ogero, 
Orange, Pakistan TelecommunicaTons 
Company Ltd., Saudi Telecom, 
Sparkle, Tata CommunicaTons, 
Telecom Egypte 

ASN, 
NECe 

March 2013c SeaMeWe-3a 24,235a 

A1 Telekom Austria, AT&T, AlTce 
Portugal, BICS, BT, CTM, China 
Telecom, Chunghwa Telecom, Cyta, 
Deutsche Telekom, DjibouT Telecom, 
Embratel, ETsalat UAE, Indosat 
Ooredoo, Jabatan Telekom Brunei, 
KDDI, KPN, KT, LG Uplus, Maroc 
Telecom, Myanmar Post and 
TelecommunicaTon (MPT), NaTonal 
Telecom, OTEGLOBE, Omantel, 
Orange, Orange Polska, PCCW, PLDT, 
Pakistan TelecommunicaTons 
Company Ltd., Rostelecom, Saudi 
Telecom, Singtel, Singtel Optus, 
Soibank Corp, Sri Lanka Telecom, 
Tata CommunicaTons, Telecom 
ArgenTna, Telecom Egypt, Telecom 

ASN, 
Fujitsu, 
SubComa 

 
7 Table data from: aDufetre (2023), bGambrell (2024), cSaffo (2013), dSubmarine Cable Networks (2011), and 
eTeleGeography (n.d.). 
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Italia Sparkle, Telekom Malaysia, 
Telkom South Africa, Telstra, Tunisie 
Telecom, Turk ASN, Fujitsu, SubCom 
Ostend, Belgium Geoje, South Korea 
107 Telekom, Ukrtelecom, VNPT 
InternaTonal, Verizon, Vocus 
CommunicaTons, Vodafone, eira 

March 2013c 
TE North/TGN-
Eurasia/SEACOM/Alexandr
os/Medex 

2,258a 
Algerie Telecom, Cyta, PCCW, 
SEACOM, Tata CommunicaTons, 
Telecom Egypte 

ASNe 

February 
2024b 

Asia Africa Europe-1 (AAE-
1)e 15,535a 

China Unicom, DjibouT Telecom, 
ETsalat UAE, Hyalroute, Mexone, 
Mobily, NaTonal Telecom, OTEGLOBE, 
Omantel, Ooredoo, PCCW, Pakistan 
TelecommunicaTons Company Ltd., 
Reliance Jio Infocomm, Retelit, TIME 
dotCom, TeleYemen, Telecom Egypt, 
VNPT InternaTonal, VieHel 
CorporaTone 

NEC, 
SubCom
e 

March 
2013c, 
February 
2024b 

Europe India Gateway 
(EIG)e 9,321a 

AT&T, AlTce Portugal, BT, Bayobab, 
Bharat Sanchar Nigam Ltd. (BSNL), 
BharT Airtel, DjibouT Telecom, 
Gibtelecom, Libya InternaTonal 
TelecommunicaTons Company, 
Omantel, Saudi Telecom, Telecom 
Egypt, Telkom South Africa, Verizon, 
Vodafone, due 

ASN, 
SubCom
e 

February 
2024b 

Tata TGN-Gulf (connects to 
SEACOM/Tata TGN-Eurasia 
in the Red Sea)e 

2,505a Tata CommunicaTonse SubCom
e 

 

Geopoli5cal Landscape 

The Red Sea is one of the world’s most vulnerable choke points for subsea cables and 
shipping routes, while also being a geopoli:cally turbulent region. It is important to consider the 
role of the Red Sea as a major shipping hub since approximately 12% of all world shipping 
passes through the Red Sea and over 22,000 ships pass through the Bab el Mandeb Strait 
annually (Schreiber and Ryan, 2025). Most of the Red Sea, par:cularly the areas with the 
heaviest shipping traffic, such as the Gulf of Suez and the Bab el Mandeb Strait, are also quite 
shallow (Schreiber and Ryan, 2025). The scope of shipping traffic, combined with the shallow 
depth of the Red Sea, make the subsea cables in this area especially vulnerable to damage from 
anchor damage (Burgess, 2022). This vulnerability can be leveraged by threat actors to cause 
inten:onal damage to the cables—either using inten:onal anchor damage that is meant to look 
uninten:onal or by forcing innocent third party ships to drop their anchor in an unexpected 
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area. These factors create an environment with the poten:al to be disrupted by regional 
conflicts. 

Un:l recently, the Red Sea was one of the safer areas to place subsea cables since it was 
rela:vely distant and protected from extremist groups in the region (Burgess, 2022). However, 
the increasing scope of conflict in the Middle East and North Africa region, as well as Houthi 
aFacks on shipping since mid-November 2023, have made the Red Sea more vulnerable in 
recent years (Clapp, 2024). There also are several ongoing geopoli:cal issues in the region that 
have the poten:al to affect subsea cables running through the Red Sea. For instance, there are 
rising tensions between Somalia, Ethiopia, and Somaliland over naval ports and access to the 
Red Sea (Lawal, 2024). Somaliland recently agreed to lease a naval base with access to the port 
of Berbera, located in the Bab el Mandeb strait, to Ethiopia for 50 years (Lawal, 2024). These 
tensions could lead to prolonged diploma:c rims, which could result in conflicts that may have 
the poten:al to damage subsea cables in the region.  

There has also been a re-emergence of piracy around the Red Sea and the Horn of 
Africa, with nine incidents of piracy being recorded between 2023 and 2024 (Mitra et al., 2025). 
The first aFack took place shortly amer the Houthi aFacks in the Red Sea began (Mitra et al., 
2025). The risk of piracy has been classified as moderate by the EU Naval Force Mari:me 
Security Centre (Mitra et al., 2025). If piracy becomes a greater issue, it could lead to accidental 
damage to the subsea cables in and around the Red Sea through ships dropping their anchors. 

The conflict between Israel and Hamas is also a key issue in this region. As the Israel-
Hamas conflict began to escalate, so did the tension between Iran and Israel (Froman, 2025). 
Iranian-backed groups such as Hezbollah, a poli:cal party and militant group in Lebanon, and 
the Houthis in Yemen, began to increase aFacks in their respec:ve regions as well (CFR.org 
Editors, 2024; Froman, 2025). It is unclear whether the recent ceasefire agreement between 
Israel and Hamas will also apply to Hezbollah and the Houthis as well (Froman, 2025).  

While all of these conflicts have the poten:al to create disputes that can lead to damage 
to subsea cable infrastructure, the Houthis are the most visible current threat to subsea cable 
infrastructure in the Red Sea. The Houthis are an armed poli:cal and religious group from 
Yemen that emerged in the 1990s and have declared themselves to be a part of the Iranian ‘Axis 
of Resistance’ against Israel and the U.S. along with other groups such as Hamas and Hezbollah 
(BBC, 2024). The Houthis rose to prominence in 2014 following a civil war in Yemen and have 
gained control over key territories within the country (Clapp, 2024). Currently, the Houthis 
control the west side of the country, the Red Sea coast, and the capital (Clapp, 2024). 
Subsequently, the Houthis also have a significant ability to impact the security situa:on in the 
Bab el Mandeb strait (Clapp, 2024). In November 2023, the Houthis began to aFack commercial 
shipping vessels in the cri:cal Red Sea corridor, claiming these aFacks were an:-Israel aFacks 
(Clapp, 2024). Later that year, the group also posted material on the social networking pla~orm 
Telegram that seemed to be threats against the subsea cables that pass through the Bab el 
Mandeb strait (Johnson, 2025). The Houthis con:nue to be a threat in the Red Sea and have 
con:nued their aFacks in the area (Reuters, 2025).  
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Major Incidents 

In January and February 2008, five cables were damaged in the Red Sea, including Flag 
Europe-Asia (FEA), FALCON, and SeaMeWe-4 (Submarine Cable Networks, 2011). At this :me, 
only three cables connected Asia and Europe through the Red Sea. With two of the cables being 
damaged, there were widespread outages, with Egypt losing around 70% of its internet 
connec:vity and India losing around 50-60% of internet connec:vity (Borland, 2008). The 
damage to the cables and subsequent outages in the Middle East and Asia led to a series of 
conspiracy theories about inten:onal damage to the cable (Borland, 2008). The head of 
development of the Interna:onal Telecommunica:ons Union was quoted as saying that the 
damage may have been inten:onal (The Sydney Morning Herald, 2008). However, the 
disrup:on to the subsea cable infrastructure in 2008 was eventually aFributed to anchor 
accidents and weather incidents (Musil, 2013). 

In March 2013, three unknown divers in a fishing boat were arrested by the Egyp:an 
Coast Guard amer being caught cunng the SeaMeWe-4 subsea cable off the coast of Alexandria 
(Saffo, 2013). Around that :me, there were mul:ple disrup:ons on cables in the Red Sea area 
including Europe India Gateway (EIG), IMEWE, SeaMeWe-3, and TE-North (Saffo, 2013). These 
disrup:ons were seen as rou:ne, un:l the three divers were arrested, which prompted 
discussions about inten:onal damage to subsea cable infrastructure by nefarious actors (Saffo, 
2013). There is no further informa:on available about the three divers, including their poten:al 
mo:ves or whether they were actually responsible for the damages to the other cables (Musil, 
2013).  

In March 2024, it was revealed that three subsea cables in the Red Sea had been cut, 
affec:ng 25% of all data flowing through the area (Gambrell, 2024). These cables were Asia-
Africa-Europe 1, the Europe India Gateway, and Seacom and TGN-Gulf (Gambrell, 2024). The 
Presiden:al Leadership Council—which is the interna:onally recognized government of Yemen 
and does not contain any Houthi representa:ves—claimed in early February 2024 that the 
Houthis had been planning to aFack subsea cables in the region (BBC, 2024; Gambrell, 2024; 
Salhani, 2024). The Houthis denied these allega:ons and claimed that the damage to the cables 
was caused by U.S. military and Bri:sh military units that were opera:ng in the area (Gambrell, 
2024). A Houthi leader, Abdel Malek al-Houthi men:oned that the group had “no inten:on of 
targe:ng sea cables providing internet to countries in the region” (Ziady, 2024). The Israeli news 
outlet Globes also suggested that the cables may have been damaged by the Houthis (Ziady, 
2024). It is unclear how the Houthis may have damaged the cables, since they are not known to 
have advanced diving capabili:es and do not have allies that have the capability to cut the 
cables directly (Gardner, 2024). Subsea cable repairs in the area take :me since vessels passing 
through the Red Sea are required to obtain a permit from Yemeni mari:me authori:es (Ziady, 
2024). The Houthis also have threatened that cable-laying ships without the permit may not be 
allowed to pass (Gambrell, 2024).  
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Collec:vely, these incidents highlight the fragility of subsea cables in the region and have 
prompted discourse on the poten:al impact of inten:onal aFacks to subsea cables in the Red 
Sea due to the concentra:on of cables in the area. 

Interna5onal Response 

While there have not been specific responses to the cable damages, various actors in the 
interna:onal community have responded to the aFacks on commercial shipping vehicles by the 
Houthis in the Red Sea. The responses to the threats from the Houthis include increased 
military presence from the United States as well as the European Union and the adop:on of a 
resolu:on that condemned ac:ons taken by the Houthis by the United Na:ons Security Council 
(Clapp, 2024). 

Responses From States 
When the Houthis started aFacking shipping vessels in the Red Sea, the U.S. responded 

with Opera:on Prosperity Guardian and increased military presence in the Red Sea. Opera:on 
Prosperity Guardian (OPG) was launched in December 2023, and brought together countries 
such as Australia, Bahrain, Canada, Denmark, Greece, the Netherlands, Singapore, New Zealand, 
and the United Kingdom (Clapp, 2024). The U.S., through Opera:on Prosperity Guardian, 
recognized that the Red Sea is a cri:cal waterway, and aimed to address aFacks from the 
Houthis and other security challenges through increased patrols (Garamone, 2023; U.S. 
Department of Defense, 2023). However, many countries such as France, Spain, and Italy have 
chosen to distance themselves from Opera:on Prosperity Guardian because they believe it may 
escalate tensions in the region further (Jones, 2024). The U.S. also moved aircram carrier USS 
Dwight D. Eisenhower to the Gulf of Aden and ship spoFers claim to have seen guided-missile 
destroyer USS Laboon enter the Red Sea from the Suez Canal in late 2023 (Lagrone, 2023). In 
January 2024, the U.S. and the U.K. started direct strikes on Houthi targets in Yemen and the 
Houthis responded by firing a missile at the USS Laboon (Clapp, 2024).   

Responses From Interna:onal Organiza:ons 
In January 2024, the United Na:ons Security Council adopted a resolu:on that 

denounced the repeated assaults by the Houthi rebels ‘in the strongest terms’ and 
acknowledged the right to defend vessels in compliance with interna:onal law (Clapp, 
2024). The European Union has also condemned the aFacks on shipping and commercial 
vehicles by the Houthi rebels, and welcomed the UN Security Council resolu:on (Clapp, 2024). 
In February 2024, EU Naval Force (EUNAVFOR) opera:on ASPIDES was launched which seeks to 
ensure safe naviga:on for commercial vessels (Council of the European Union, 2024). 

Implica5ons 

The Red Sea is a cri:cal route and major choke point for interna:onal data traversing 
subsea cables. Simultaneously, geopoli:cal tensions in the Middle East and North Africa pose 
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threats to the security of exis:ng cables in the Red Sea and new cable projects in the region. 
The sheer number of cables in the region makes it an incident hotspot, and since many of the 
U.S.’s major allies rely on these cables to support vital communica:ons, the security of cables in 
the Red Sea is of vital interest to the U.S. 
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Key State Actors: U.S., China, and Russia  
Although there are many important state actors that interact with the global subsea 

cable infrastructure, we iden:fied three key states to examine for the purposes of this report: 
the United States of America, the People’s Republic of China, and the Russian Federa:on. These 
three countries are ac:vely engaging with subsea cables, each in their own unique way, and 
examining each one illuminates the central geopoli:cal tensions that underpin our 
understanding of subsea cable infrastructure. The U.S. and China are in a constant state of 
compe::on over contracts, cables, and influence, while Russia sees the infrastructure as an 
opportunity to gain an offensive edge over its enemies through sabotage and espionage.  

The U.S. and China both see subsea cables as an opportunity to project their power and 
maintain their status as great powers. The U.S. views China’s market compe::on in subsea 
cable development as a threat to U.S. na:onal security. The U.S. jus:fies itself by asser:ng that 
its ac:ons are in pursuit of defending key na:onal security interests. China, on the other hand, 
sees the U.S. as an obstacle to its growth. China perceives the U.S.’s ac:ons as confronta:onal 
and unjus:fied, and as an aFempt to cut China off from what it sees as reasonable and jus:fied 
projec:ons of influence and power in its sphere of influence. Each considers the other to be in 
viola:on of interna:onal norms and view their own ac:ons as defensive necessi:es.  

Russia interacts with global subsea internet infrastructure very differently. It is not 
compe:ng with either the U.S. or China to lay subsea cables and project influence in that 
manner, and it does not equate market share of cable ownership with rela:ve power in the 
same way as they do. Instead, Russia is concerned with offensive capabili:es and opportuni:es 
to sabotage its enemies’ cri:cal subsea internet infrastructure. Specifically, Russia is 
uninterested in laying more cables and more concerned with developing highly advanced 
technologies that allow it to sabotage, spy on, and otherwise interfere with cables in regions it 
deems to be within its sphere of influence. Russian rela:ons with the U.S. have been 
characterized by a high level of tension since the Obama administra:on, with Russia’s 2014 and 
2022 invasions of Ukraine ac:ng as major points of conten:on between the two countries. 

United States of America 

The U.S. perspec:ve of the global subsea cable infrastructure revolves around an 
assessment of threats to U.S. economic and na:onal security. It is important to note that U.S. 
territory itself is not vulnerable to subsea cable aFacks because of redundancy and overland 
networks. However, the U.S. perceives threats to subsea cables in China and Russia and 
subsequently has responded with robust measures to advance U.S. interests in alignment with 
na:onal strategy. 
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Regulatory Landscape 

In order to understand how the U.S. engages with subsea cables globally, it is first 
essen:al to understand how the U.S. interacts with cables domes:cally. The makeup of U.S. 
government agencies connected to subsea cables is extensive, but jurisdic:onal du:es and 
authori:es vary between each organiza:on. Regulatory authority over the licensing and laying 
of submarine cables as well as the opera:on of communica:ons cables in U.S. coastal waters is 
given to the Federal Communica:ons Commission (FCC) (Na:onal Oceanic and Atmospheric 
Administra:on, 2024). The FCC is also responsible for authorizing transfers of exis:ng cable 
licenses or any modifica:ons to cables within U.S. waters (Federal Communica:ons Commission 
[FCC], 2025). The Department of Homeland Security (DHS) also plays a role in cable resilience 
and security through the Cybersecurity and Infrastructure Security Agency (CISA), which falls 
under DHS’ jurisdic:on (DHS, 2024). In addi:on to CISA, the U.S. Coast Guard and U.S. Customs 
and Border Protec:on, both also under DHS, are responsible for detec:ng and responding to 
poten:al threats to subsea cables in the mari:me environment (DHS, 2024).  

The regulatory landscape of subsea cables in the U.S. is both complex and ambiguous. 
Subsea cables operate in a cross-jurisdic:onal manner involving mul:ple industries, which 
includes omen:mes contradictory compliance regula:ons (Department of Homeland Security 
[DHS], 2024). The current composi:on of oversight bodies on subsea cables described above is 
also complex, and as a result the need for cross-organiza:onal coopera:on to streamline 
industry projects is essen:al. Addi:onally, the infrastructure itself is expansive, including the 
cables themselves, landing sta:ons, and somware, and addressing each facet is key to cable 
resilience and security. The fragmented nature of subsea cable infrastructure highlights the 
need for cross-sector coopera:on to build resilience in subsea cable infrastructure.  

Geopoli5cal Tensions 

The U.S. sees two main state actors as threats to the security of subsea cable 
infrastructure around the world: China and Russia. These two na:ons each occupy a different 
space in the U.S. percep:on, with Russia as a threat to subsea cables that are crucial pieces of 
internet infrastructure connec:ng U.S. allies in Europe, and China as the most dominant threat 
to U.S. na:onal and economic security. Consequently, the U.S. response to each perceived 
threat also differs significantly. 

U.S. Concerns about China 
China’s expansion in the subsea cable industry, par:cularly through the Belt and Road 

Ini:a:ve’s Digital Silk Road, is perceived as a fundamental threat in the U.S. In 2015, China 
announced the Digital Silk Road and its goal of expanding digital technologies in developing 
countries as the digital connec:vity subset of its Belt and Road Ini:a:ve (Williams, 2024). Digital 
Silk Road investments are in sectors such as telecommunica:on infrastructure (including subsea 
cables), ar:ficial intelligence, ecommerce, mobile payment systems, surveillance technology, 
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and other technology systems in recipient countries (Gerwitz et al., 2025). In terms of subsea 
cables, the Digital Silk Road offers an aFrac:ve op:on to countries that want an alterna:ve to 
U.S. providers amer the 2013 Snowden disclosures revealed the U.S. and partnered allies used 
subsea cables for espionage (BurdeFe, 2023). A crucial part of the Digital Silk Road branding 
strategy is promo:ng Chinese technology companies. HMN Technologies, formerly Huawei 
Marine Networks, has been at the forefront of the Digital Silk Road in the subsea cable industry, 
and has subsequently expanded as a provider. According to data from TeleGeography, HMN 
Technologies has become the world’s fastest-growing manufacturer and layer of subsea cables 
(Brock, 2023).  
 The primary concern for the U.S. regarding the expansion of Chinese companies in the 
subsea cable industry centers around espionage and surveillance. Digital Silk Road projects 
omen grant Chinese mul:na:onal companies such as HMN Technologies access to data 
repositories. Although HMN Technologies asserts its independence, Chinese technology 
companies have a close rela:onship with the government, promp:ng concerns about the 
Chinese government having unrestricted access to data flows (BurdeFe, 2021). Addi:onally, 
under China’s Na:onal Intelligence Law of 2017, Chinese ci:zens and organiza:ons are required 
to comply with state intelligence services without the type of due process protec:ons that 
would exist in a democracy (BurdeFe, 2021). Under this law, the Chinese government can 
access data transmiFed via cables that do not connect to China—furthering China’s reach into 
global subsea cable infrastructure, and posing significant threats to the security of sensi:ve U.S. 
communica:ons (BurdeFe, 2021). 

China’s ability to lay cables is also a concern for the U.S. because of its rapid increase in 
market share and the poten:al technological independence that could follow. Despite the fact 
that in 2021 Chinese sponsored firms only held about 11% of the global market share, the 
speed with which China has increased global market share in subsea cables worries the U.S. 
(Runde et al., 2024). For example, China’s HMN Technologies has installed 18% of the new 
subsea cables worldwide in the past four years, by length (Runde et al., 2024). Despite U.S. 
efforts to reduce dependency on Chinese cable systems in the Indo-Pacific region, there are 20 
either live or almost opera:onal cables sponsored by Chinese firms that have been established 
or are soon to be in 2021-2026 (Basu, 2024). More specifically, U.S. concerns stem from China’s 
ability to develop its own subsea cable network independent from any other party. Since China 
has the fiber op:c technology to lay and maintain its own cable infrastructure, the U.S. 
perceives the global network as more vulnerable to both sabotage and espionage (Billingsley, 
2024). Addi:onally, Chinese dominance in the industry means Chinese companies are less 
vulnerable to U.S. export controls, in contrast to industries like semiconductors where Chinese 
innova:on is restricted by export controls of U.S. technology (Basu, 2024).  

In order to counter Chinese firms’ ability to acquire contracts, and consequently access 
to sensi:ve U.S. data and communica:ons, the U.S. established the CommiFee for the 
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Assessment of Foreign Par:cipa:on in the U.S. Telecommunica:ons Services Sector—
colloquially known as Team Telecom. Team Telecom is an FCC oversight body that reviews 
applica:ons and licenses for subsea cables that touch a U.S. territory to evaluate na:onal 
security and law enforcement risks (Department of Jus:ce, 2023). Chaired by the AForney 
General and with par:cipa:ng commiFee members from the Department of Defense, Jus:ce, 
and Homeland Security, Team Telecom undertakes comprehensive assessments on poten:al 
risks of projects mee:ng certain thresholds of foreign ownership or control and advises the FCC 
on whether to grant or deny the applica:on (DOJ, 2023). Team Telecom has denied licenses for 
a number of subsea cable projects, such as the Pacific Light Cable Network meant to connect 
the U.S. with Hong Kong (Runde et al, 2024).  

While Team Telecom mi:gates risks to U.S. sensi:ve communica:ons, the U.S. is 
simultaneously taking measures to prevent Chinese expansion in the subsea cable industry by 
hindering Chinese firms from gaining contracts in large cable projects. According to government 
documents, efforts to intervene in the process of Chinese firms securing contracts were pursued 
to secure these cri:cal systems from 'malign foreign influences' in accordance with the na:onal 
security strategy (DHS, 2024). This strategy involves offering financial incen:ves for projects that 
contract U.S. aligned companies as well as diploma:c pressures on consor:um members to not 
partner with Chinese firms (Brock, 2023).  

For example, Vietnam has been a key country where the U.S. and China have vied for 
influence, including over the manufacturing of new subsea cables. Aging cable infrastructure 
has led Vietnam to declare its inten:ons to lay ten new subsea cables by the year 2030 
(Guarascio et al., 2024). According to an inves:ga:on by Reuters, the U.S. under the Biden 
administra:on lobbied against the use of Chinese contractors, specifically HMN Technologies, 
for the construc:on of these cables (Guarascio et al., 2024). The inves:ga:on revealed in 
mee:ngs between Vietnamese officials and APTelecom, U.S. representa:ves argued that 
rela:ve newcomer HMN Technologies would lead to less U.S. investment in the region and also 
suggested the possibility of cable sabotage. However, Beijing’s offer for the cable project was 
cheaper, and so the U.S. campaign faced an uphill baFle (Guarascio et al., 2024). Vietnam is s:ll 
in talks to expand its cable infrastructure, and it is yet to be seen how this compe::on will 
resolve (Guarascio & Nguyen, 2024).  

The compe::on over contracts creates an environment in which third party countries 
are forced to choose between two major powers vying for advantage. As a response to the 
mee:ngs in Vietnam, China claimed that the U.S. is 'blatantly viola:ng interna:onal rules and 
business opera:on models' (Guarascio et al., 2024). In response to the lost contract for the 
SeaMeWe-6 cable—another example of U.S. interference—the Chinese government increased 
delays in permit approvals of cables that route through Chinese controlled territories ci:ng 
na:onal security concerns (Basu, 2024). China’s ability to stall cable projects aimed at improving 
efficiency for U.S. allies forces third par:es to decide between U.S. providers and Chinese 
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providers, turning this infrastructure into a direct reflec:on of increasing U.S.-China compe::on 
(Kumar, 2023). Addi:onally, increased cost of projects for countries is becoming an inevitable 
reality for those who choose to partner with U.S. firms. Higher costs may provide an incen:ve to 
cooperate with a cheaper and less regulated China, and, therefore, poses a danger to the U.S. 
interest to maintain market dominance over subsea cable networks. 

The Quadrilateral Security Dialogue (the Quad), a coopera:ve project between the 
United States, Australia, India, and Japan, is crucial to U.S. strategy undermining Chinese 
presence in the subsea cable industry (Cannon & BhaF, 2024). Leveraging the Quad is a key 
aspect of countering China’s expanding infrastructure projects in the Indo-Pacific and beyond 
(Smith, 2021). The nature of the Quad as an informal grouping has allowed the members to act 
coopera:vely in areas of mutual interest and downplay poten:al disagreements (Cannon & 
BhaF, 2024). This helps to portray a united front of U.S. partners against China, including efforts 
to develop cable infrastructure in the Indo-Pacific (Cannon & BhaF, 2024).  

At the 2023 Quad Leaders’ Summit, the Quad announced the Quad Partnership for Cable 
Connec:vity and Resilience, which aims to bring together the members of the Quad and the 
private sector to strengthen subsea cable security in the Indo-Pacific (Quad Joint Leaders’ 
Statement, 2023). Australia also established the Indo-Pacific Cable Connec:vity and Resilience 
Program in 2023, which involves the deployment of delegates to embassies in strategic loca:ons 
to coordinate future investment opportuni:es in the Indo-Pacific (Cannon & BhaF, 2024). On 
the U.S. side, the Department of State implemented the CABLES program, an ini:a:ve to inform 
poten:al customers in the East Asia Pacific region of the risks associated with partnering with 
China on subsea cable infrastructure (Department of State, 2024). In addi:on to this capacity 
building and informa:on sharing, the Quad has engaged in trilateral investments amoun:ng to 
$95 million in subsea cable projects to obstruct various Chinese subsea cable projects (Cannon 
& BhaF, 2024).  

The U.S. is also aFemp:ng to increase op:ons for Pacific Island countries to build subsea 
cables without Chinese involvement. Pacific island countries are increasingly a point of 
compe::on for influence between the U.S. and China. Due to a lack of exis:ng infrastructure 
and abundant opportunity for investments, subsea cable development in the region is an 
opportunity for both the U.S. and China, and subsequently is a point of conten:on within the 
larger dynamic of U.S.-China compe::on (Sakai, 2024). As a component of the U.S. strategy to 
enhance the U.S.-Pacific Islands Partnership, the Biden administra:on announced in 2023 a U.S. 
Trade and Development Agency feasibility study for the proposed Central Pacific Cable. This 
cable would connect Guam to American Samoa and extend to up to 12 more Pacific Islands (The 
White House, 2023). Another example is the East Micronesia Cable, funded jointly between the 
U.S., Japan, and Australia, which will connect the Federated States of Micronesia, Kiriba:, and 
Nauru (The White House, 2023). U.S. government financing of cables supports not only the 
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expansion of digital connec:vity in remote regions but also aligns with the U.S. strategy to 
counter Chinese subsea cable financing and expand U.S. market presence. 

U.S. Concerns about Russia 
The U.S. views Russia as a significant threat in rela:on to subsea cable infrastructure. 

Russia’s offensive capabili:es and ac:ons against subsea cables in key geopoli:cal hotspots, 
such as the Bal:c Sea, have made it clear that cable sabotage is a part of the Kremlin’s offensive 
arsenal (Boulègue, 2024). The Russian Navy operates a large fleet of military and intelligence 
vessels with espionage and sabotage capabili:es (Boulègue, 2024). Russia’s Main Directorate of 
Deep-Sea Research, (GUGI), is a part of Russia’s Ministry of Defense, separate from the Navy, 
and hosts a variety of vessels with varying capabili:es and purposes (Boulègue, 2024). With 
increasing incidents in the Bal:c Sea, as well as Russia’s invasion of Ukraine, Russia’s ability to 
disrupt subsea cable infrastructure is a threat to the U.S. and its NATO allies. In response to 
Russia’s current posture in the Bal:c Sea, the U.S. is par:cipa:ng in NATO’s Opera:on Bal:c 
Sentry, as discussed in depth in the Bal:c Sea regional case study.  

Implica5ons 

 The U.S., as a dominant actor in global subsea cable infrastructure, perceives threats 
from both China and Russia as subver:ng its interna:onal posi:on, but for different reasons. 
Par:cularly in the case of China, U.S. measures to mi:gate threats to secure communica:ons 
involve private firms, leading na:onal security concerns across the public and private spheres. 
Engaging in key strategic alliances and agreements, the U.S. projects influence globally, while 
stemming the expansion of Chinese dominance in crucial regions. Similarly, the U.S. and its 
NATO allies collaborate to mi:gate the risks of Russian aggression in areas such as the Bal:c 
Sea. The U.S. is balancing efforts to expand its own influence with efforts to stop China’s 
expansion and Russia’s aggression, making the topic of global subsea cables one of utmost 
importance to the U.S.’s greater geopoli:cal, economic, and security strategies. 
 

People’s Republic of China 

Subsea cables are of great geopoli:cal and strategic value to China, especially in key 
areas such as informa:on security, economic coopera:on, military strategy and diploma:c 
influence. China is ac:vely promo:ng the development of its subsea cable industry amid 
growing cybersecurity issues, domes:c and interna:onal market compe::on, and geopoli:cal 
compe::on from the United States.  

Regulatory Landscape 

The State Oceanic Administra:on (SOA) is responsible for the examina:on and approval 
of internet subsea cable laying management (Davenport, 2012). The SOA, along with Chinese 
police, undertakes the examina:on and approval du:es of cable rou:ng review, survey, laying, 
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construc:on, maintenance and transforma:on, and specifies the responsibili:es and obliga:ons 
of enterprises and related personnel. The Law of the People's Republic of China on the 
Administra:on of the Use of Sea Areas and the Marine Environmental Protec:on Law of the 
People's Republic of China provides the legal basis for the protec:on of internet subsea cables 
(Zou, 2012). These laws also clarify the du:es and powers of regulatory authori:es and 
formulate penal:es for acts that damage cables. 

Growth in China’s Subsea Cable Industry 

China has worked for many years to develop its subsea cable technological capabili:es 
and industry. As a result, Chinese firms have become some of the world's major subsea cable 
manufacturers with the market size expanding year by year (Zhou, 2021). In the past five years, 
the annual growth rate of China's subsea cable market has remained above 15% over previous 
years (Guiot, 2023). China's increased investment in the subsea cable industry furthers its 
inten:ons of becoming technologically independent and gaining a stronger posi:on in global 
internet networks (China Academy of Informa:on and Communica:ons Technology [CAICT], 
2023). Technological independence is an important factor for China as it can lessen reliance on 
foreign countries, par:cularly the United States. For example, China’s semiconductor industry is 
currently under export controls by the U.S. to restrict growth (Friedman, et al, 2025). As U.S.-
China compe::on grows more fierce, China faces the difficulty of access to advanced 
technologies to support growing industries. 

China is promo:ng the development of the subsea cable industry by improving laws, 
regula:ons, and by implemen:ng mul:-dimensional policy to support industrial innova:on and 
interna:onal coopera:on (Central Government of the People’s Republic of China, 2016). In 
terms of planning and construc:on, China regulates the senng of internet subsea cable landing 
pipeline corridors to create good condi:ons for cable laying. China also aims to advance the 
core technological aspects of subsea cables, such as high-speed data transmission technology 
cable material op:miza:on (Na:onal Development and Reform Commission, 2020). The 
Chinese government has set up a number of scien:fic research projects and invested funds to 
support the research and development of these technologies.  

China allows foreign companies to lay interna:onal internet subsea cables in waters 
under its jurisdic:on, encouraging Chinese and foreign companies to cooperate. Addi:onally, 
China op:mizes the approval process—such as senng up online applica:on pla~orms—to 
improve efficiency (Xinhua Net, 2023). China's stance of perminng foreign companies to lay 
cables in Chinese waters promotes interna:onal coopera:on and solidifies China’s posi:oning 
as an enabler of global digital development. This policy also allows China to exert greater 
leverage in interna:onal digital standard and security framework nego:a:ons. 
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China’s Interna5onal Strategy 

On an interna:onal scale, China is focused on developing its subsea cable industry to 
gain influence in global infrastructure and technology. While China has been trying to promote 
global connec:vity and build independent networks, the interna:onal compe::ve 
environment, geopoli:cal pressures, and regulatory challenges have limited China's global 
footprint (BurdeFe, 2021). In the future, whether China can successfully expand its influence in 
the global subsea cable market depends on whether it can cope with market access barriers, 
security issues and interna:onal governance rules. 

The expansion of subsea cables is in line with China’s broader geopoli:cal goals, such as 
the Belt and Road Ini:a:ve, which seeks to promote economic interconnec:vity among the 
countries in the ini:a:ve (Wang et al., 2022). The ini:a:ve helps to further China’s global 
influence by enabling it to open up greater digital connec:vity in Asia, Europe, and Africa to 
contribute to the digital infrastructure needed for trade and communica:on and for 
technological exchanges.  

The Belt and Road Ini:a:ve 
The Belt and Road Ini:a:ve is a Chinese government foreign policy and development 

strategy covering nearly 70 countries and global regions and aims to expand trade, investment, 
and infrastructure links between countries with a focus on Africa, Asia, and Europe (Khatoon, 
2022). The Belt and Road Ini:a:ve Ac:on Plan states China should “jointly advance the 
construc:on of cross-border op:cal cables and other communica:ons trunk line networks, 
improve interna:onal communica:ons connec:vity, and create an Informa:on Silk Road” 
(Herlevi, 2024).  

Subsea cables projects as part of the Belt and Road Ini:a:ve aim to improve 
development of cross-border trade, financial transac:ons, and the digital economy. China is also 
promo:ng the construc:on of telecommunica:ons infrastructure in emerging markets and 
bringing the economies of countries along the route closer together (State Council of China, 
2023). The Belt and Road Ini:a:ve has already found success in Southeast Asia with 
partnerships in countries like Pakistan and Cambodia. For example, the Pakistan and East Africa 
Connec:ng Europe (PEACE) cable, led by Hengtong Group and part of the Belt and Road 
Ini:a:ve’s Digital Silk Road, has been a large commitment from China to expand its subsea cable 
presence. The PEACE cable assists the Middle East and North Africa and the China Pakistan 
Economic Corridor, a $62 billion Belt and Road Ini:a:ve infrastructure project (Aluf, 2023).  

Another cable project under the Belt and Road Ini:a:ve is the Cambodia-Hong Kong 
project, which has come to frui:on amer China and Cambodia reached a consensus to jointly 
promote trading and collabora:on between the two countries (Liu, 2025). The project—which 
officially started on March 2, 2023—and is expected to be complete in July 2025, is the 
Cambodian government's first state-owned subsea cable, connec:ng Hong Kong, China, and 
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Sihanoukville, Cambodia, with a total length of nearly 3,000 km. The Cambodia-Hong Kong 
cable will be supplied by HMN Technologies (TeleGeography, n.d.).  

Informa:on Security 
China has made the development of an autonomous and controllable subsea cable 

network a top priority in order to reduce its reliance on foreign-controlled infrastructure and 
reduce the risk of data leaks and surveillance (Rossiter, 2023). This follows Snowden’s leaks of 
intelligence documents showing that the U.S. Na:onal Security Agency (NSA) conducts mass 
surveillance of subsea cables around the world (BurdeFe, 2021).  

Subsea cables are also cri:cal for military communica:ons and na:onal security. As a 
global data transmission infrastructure, its security directly affects the stability of the military 
command system, intelligence sharing, and strategic communica:ons. As a result, China has 
made protec:ng its subsea cable network one of its na:onal security priori:es. 

Geopoli5cal Tensions 

As China’s subsea cable industry grows, so do geopoli:cal tensions. In par:cular, China 
has faced challenges in expanding its influence in the subsea cable industry due to the U.S. 
viewing the increased compe::on as threatening. The U.S. Department of State has used its 
embassies to encourage countries to not sign with HMN Technologies for subsea cable projects 
(Brock, 2023a). An example of this is the SeaMeWe-6 cable project contract, which HMN 
Technologies failed to win because of U.S. lobbying (Brock, 2023a). This lobbying has con:nued 
in Vietnam and Singapore as the U.S. government has urged the two countries to not use HMN 
Technologies for any cable projects (Guarascio & Nguyen, 2024). 

Other incidents related to subsea cable damage also have furthered geopoli:cal 
tensions. An incident exacerba:ng geopoli:cal tensions between China and Europe occurred 
regarding suspicions that the Chinese cargo ship Yi Peng 3 was responsible for severing the BCS 
East-West Interlink cable connec:ng Sweden and Lithuania (As:er & Kirby, 2024). The Chinese 
foreign ministry denied having any responsibility despite a current inves:ga:on into the Chinese 
captain of the vessel (The Mari:me Execu:ve, 2024). Sweden also claimed that China denied 
their request for Swedish prosecutors to board the Yi Peng 3, but China had already allowed 
Swedish police to board as an observer (Bryant, 2024). However, from the perspec:ve of the 
Chinese government, it was coopera:ng and communica:ng with the other par:es involved 
while staying within its rights as the flag state of the ship, as granted in Ar:cle 113 in 
UNCLOS (UNCLOS, 1982).  

 Implica5ons 

 China aims to expand its global network of subsea cables to increase its diploma:c and 
economic influence. At a na:onal level, China has expanded legal protec:on surrounding 
informa:on security. At the same :me, China’s diploma:c plans have been met with 
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compe::on and lobbying from the United States. China aims to con:nue using its ini:a:ves to 
expand its global communica:ons amidst interna:onal compe::on.  
 

Russian Federa:on 

Russia views subsea cable infrastructure differently than the U.S. and China do. It sees 
this infrastructure as an opportunity to engage in offensive ac:on against its perceived enemies, 
which fits into Russia’s broader geopoli:cal strategies. Instead of inves:ng in cables themselves, 
Russia invests in developing offensive capabili:es which allow it to engage in sabotage and 
espionage in key geopoli:cal regions. 

Geopoli5cal Strategy 

 Russia’s foreign policy and geopoli:cs are driven by many factors, but at the forefront is 
its persistent desire for status and recogni:on as a great state (Kotkin, 2016). Vladimir Pu:n’s 
worldview revolves around the idea that the U.S. and its allies are trying to keep Russia down, 
that the U.S. and its allies act as a force counter to Russia’s very existence, and that it will do 
everything in its power to establish itself as a global hegemon (Dickinson, 2022). Just hours 
before annexing Crimea in 2014, Pu:n gave a speech that elucidates this point perfectly saying: 
“[The West is] constantly trying to sweep us into a corner because we have an independent 
posi:on, because we maintain it and because we call things like they are and do not engage in 
hypocrisy” (Pu:n, 2014). According to his speech, Pu:n sees the West (the U.S. and its allies) as 
the aggressor and Russia as the vic:m. Based on this worldview, all Russia wants to do is 
maintain its independence and sovereignty, to be free to exist without the fear of being put 
down and dominated by the West. In order to do this, Pu:n believes that Russia must project 
power throughout its sphere of influence and beyond, to show the West that Russia is in fact a 
great state, and that it will not allow itself to be relegated to the sidelines, as Pu:n claims has 
happened repeatedly in the past (Kotkin, 2016). This view jus:fies Russia’s modern-day 
revisionist and hawkish foreign policy and influences how Russia interacts with internet 
infrastructure. 

Since its invasion of Ukraine in 2022, Russia has made it clear that it has no issue 
disregarding interna:onal norms and regula:ons. However, even before Russia’s invasion, the 
United States government and its NATO allies began to recognize the poten:ally disastrous 
effect that damage to the global internet cable infrastructure could have, along with Russia’s 
ability to cause that damage (Wasiuta, 2023). As early as 2017, NATO military command warned 
the U.S. that Russia had developed the means to spy on, probe, and poten:ally damage subsea 
cables, leading to the approval in that same year of a plan to increase monitoring of Russian 
ships and submarines in the Atlan:c Ocean (Wasiuta, 2023). In March of 2022, just a month 
amer Russia invaded Ukraine, U.S. President Biden warned that Russia was considering aFacks 
on cri:cal infrastructure and said that there was intelligence that indicated those aFacks would 
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include large-scale cyberaFacks and aFempts to sever the West’s connec:on to the internet via 
sabotage of the global subsea cable infrastructure (Wasiuta, 2023). 

Although there is a significant level of interna:onal concern surrounding Russia’s 
offensive capabili:es related to underwater internet infrastructure, there is also a growing 
consensus that Russia cannot unilaterally do enough to completely sever cables linking the U.S. 
to Europe (ScoF, 2022). With more and more cables being laid every year, and alterna:ve 
routes constantly being developed, the threat of Russia’s offensive ac:ons in the Atlan:c does 
not need to be as large of a cause for concern as in the past. As U.S.-based companies like Meta 
and Google con:nue to lay more and more cables every year, the U.S. con:nues to diversify its 
op:ons, leaving each cable less vulnerable to a devasta:ng aFack. Subsea cable infrastructure 
does not only make the internet run for one country, but for all of them. The internet is global, 
and, as such, the US’s European and other allies abroad are just as incen:vized to diversify, 
expand, and protect their infrastructure. Russia has the capability to cost companies millions of 
dollars in repairs, to sever important cables that would need to quickly be repaired, but not to 
unilaterally wipe out the internet. Therefore, although Russia’s ac:vity should be monitored and 
its aggression kept in check, Russia does not present the existen:al threat to the world’s 
internet infrastructure that it desires to pose. 

Russia’s Offensive Capabili5es 

Russia has been developing and maintaining offensive capabili:es in regard to global 
internet infrastructure for over a decade—through highly advanced clandes:ne and military 
technologies. In 2017, Russia’s Parliamentskaya Gazeta, the official newspaper of Russia’s 
Parliament, wrote about a specific vessel in Russia’s fleet called the Yantar, which the ar:cle 
claims is equipped with technology designed for subsea tracking, and the ability to “connect” to 
deep sea cables (Andreev, 2017). The vessel raised concerns in the Pentagon when it spent a 
suspicious amount of :me off the coast of Georgia’s King’s Bay, a key U.S. naval submarine base. 
Supposedly, the Yantar was collec:ng informa:on on the US’s submarine fleet located there, 
but it could also have been spying on subsea cables which make landfall in the area (Peter, 
2018).  

The U.S. is not the only country interested in the Yantar. In recent years, other 
governments have taken an interest in the vessel as well, as it has been spoFed near 
Guantanamo Bay, close to subsea cables and other military targets near Greenland and Israel, 
around underwater infrastructure off the coast of Syria linking Turkey to Cyprus, and most 
recently, in late January 2025, was deployed to Bri:sh waters (BenneFs, 2025). The Defense 
Secretary of the U.K., John Healy, in an address to the Bri:sh Parliament, raised concerns about 
the Yantar, men:oning that it was also spoFed in Bri:sh waters in November 2024, loitering for 
a suspicious amount of :me around underwater infrastructure (BenneFs, 2025). Addi:onally, 
Healy changed the rules of engagement for the Bri:sh Navy, allowing its ships to get closer to 
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the Yantar in order to “monitor it every minute” while it is in Bri:sh waters (BenneFs, 2025). 
Healy took the Yantar’s presence in Bri:sh waters as a sign of “growing Russian aggression,” and 
the ship’s global presence can be interpreted as such, only on a much larger scale. 

The Yantar is a part of Russia’s Main Directorate for Deep Sea Research (GUGI), an 
official organiza:on within the Ministry of Defense (MoD). GUGI is responsible for maintaining 
much of Russia’s mari:me espionage capabili:es, hos:ng a wide range of ships ranging from 
surface vessels like the Yantar, to deep-sea submarines, and poten:ally possessing nuclear 
weapons in the form of Poseidon torpedoes (Kaushal, 2023). These primarily offensive 
capabili:es housed in GUGI and openly displayed by Russia are, ironically, situated within the 
country’s defense apparatus, masking the true inten:on of Russia’s ac:ons. AFribu:on 
challenges allow Russia to engage in more openly offensive behavior in the name of defense 
and na:onal security, and to align its ac:ons with its narra:ve that it is the vic:m of aggression 
from the U.S. and its allies, jus:fying them not only to its own ci:zens, but to the rest of the 
world.  

Russia also acts aggressively through more covert means, such as the use of its shadow 
fleet. Russia’s shadow fleet is a fleet of ships es:mated to be over 1,000 ships in size that was 
put together unofficially to circumvent the G7’s price cap on Russian oil exports (van Soest, 
2025). These ships are operated under extremely convoluted ownership structures, fly different 
flags depending on the waters they are traversing, and omen will shut off their GPS tracking to 
mask their loca:ons (van Soest, 2025). Although the shadow fleet’s primary purpose is to avoid 
price caps on oil exports, the fleet is also widely believed to be engaging in other aggressive 
behaviors, in par:cular, sabotaging subsea cables. The complex ownership structures and flying 
of false flags allow Russia to maintain plausible deniability regarding the shadow fleet, making it 
a perfect tool to use for the second purpose of sabotage. It comes as no surprise that in the 
realm of subsea internet infrastructure, Russia distances itself just enough from the 
perpetrators of sabotage in areas such as the Bal:c Sea to conveniently claim it has nothing to 
do with the aFacks. 

Russia and the Bal5c Sea 

 At the tail end of 2024, three major internet cables were severed in the Bal:c Sea, a 
region that has dealt with Russian aggression and influence since before the forma:on of the 
Soviet Union (Grylls, 2025). Although Russia denies any culpability in the three incidents, local 
governments in the region have concluded that Russia is responsible, and ac:ons are being 
taken to prevent this type of ac:vity moving forward. One such ac:on is an opera:on called 
Bal:c Sentry, a NATO mission aimed at protec:ng and patrolling Russian borders in the region, 
with the ul:mate goal of protec:ng both the gas pipelines and the internet cables that are vital 
not just in the Bal:cs area, but for much of Europe as well (Grylls, 2025). The three cables cut in 
the Bal:c Sea at the end of 2024 were all severed under suspicious circumstances, and at a 
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moment in :me in which the countries around the Bal:c Sea have been trying to distance 
themselves from reliance on Russia. The Estlink 2 cable, although not an internet cable but 
instead a large power cable, was cut by a ship called the Eagle S, which slowed down specifically 
as it crossed over the cable in the Bal:c Sea (Grylls, 2025). Although the crew claims it was an 
accident, the Finnish government has pushed back on that narra:ve, illumina:ng the fact that 
the ship dragged its anchor along the seabed for 60 miles at the loca:on of the cable (Grylls, 
2025). The Eagle S, only a couple weeks prior to severing the Estlink 2 cable, was being 
monitored as it loitered around sensi:ve cri:cal internet infrastructure off the Dutch coast, 
namely the Atlan:c Crossing 1, a crucial subsea cable that connects the U.S. to Britain, the 
Netherlands, and Germany (Grylls, 2025). The vessel is believed to be a part of the Russian 
shadow fleet—but complex ownership makes it nearly impossible to tell who actually owns the 
boat and Russia maintains perfect plausible deniability when accused of being responsible for 
its ac:ons (van Soest, 2025).  

Russian Cables 

 Russia sees telecommunica:ons infrastructure, including subsea cables, as a crucial 
aspect of na:onal security, and as such, has incorporated almost all aspects of this 
infrastructure into the official na:onal security and defense apparatus of the government. With 
very few cables connec:ng to the country, Russia’s government has almost complete control 
over the laying and maintaining of this crucial internet infrastructure. Unlike China and the US, 
however, Russia does not see the laying of subsea cables as an opportunity to project influence, 
and as such, does not appear to have any aspira:ons to lay cables in other parts of the world 
and compete with the U.S. and China. 

Russia does not have many subsea cables connec:ng it to the rest of the world, with a 
total of only 12 cables making landfall in the country (TeleGeography, n.d.). These cables are 
owned either by the Russian government, or the state-owned company Rostelecom 
(TeleGeography, n.d.). Rostelecom is a publicly traded telecommunica:ons company in which 
the Russian government owns a majority of the shares (Sherman, 2022). In 2022, it was 
rumored that Rostec, Russia’s na:onal defense conglomerate, was going to incorporate 
Rostelecom into its own opera:ons, formally absorbing the majority of Russia’s 
telecommunica:on infrastructure into the military-industrial complex (Sherman, 2022). The CEO 
of Rostec, Sergei Chemezov, met Russian President Vladimir Pu:n in his days working for the 
KGB, and he reaps massive personal rewards for par:cipa:ng in various military exercises, 
research, and special opera:ons (Sherman, 2022). This leaves the internet infrastructure under 
the umbrella of Russia’s complex and long-standing systems of patronage, nepo:sm, and 
kleptocracy. 



 83 

Implica5ons 

 Russia owns the subsea cables that connect the Russian popula:on to the worldwide 
internet, and by incorpora:ng telecommunica:ons infrastructure into preexis:ng na:onal 
security structures, has insulated itself from the perceived threats of the West’s encroachment 
and expansion. Conversely, by developing highly advanced technologies with inherently 
offensive capabili:es and engaging in behavior well outside of its sphere of influence, Russia is 
aFemp:ng to project power and cement itself as a global player in the theater of war which the 
internet has become, while masking its aggressive ac:vity behind the Ministry of Defense. By 
absorbing both its own infrastructure into exis:ng defense structures and having its offensive 
capabili:es run through GUGI, which also exists within the defense apparatus, Russia is signaling 
that all its ac:ons are defensive and a reac:on to the West’s aggression rather than aggression 
of its own. This narra:ve and behavior in regard to subsea cables is in keeping with Russia’s 
standard foreign policy prac:ces, demonstra:ng that it sees this emerging landscape as another 
tool to push its global agenda onto the world and advance its foreign policy goals. 
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The Private Sector and Subsea Cable Infrastructure 
Today, the majority of subsea cable infrastructure is owned and operated by private 

sector companies. Private ownership has been driven by the growing demand for reliable and 
high-capacity internet services, as well as the expansion of global trade and communica:on 
(Center for Strategic & Interna:onal Studies [CSIS], 2022). Private sector companies have 
increasingly taken on the vast responsibility in building and maintaining these crucial networks 
to meet the demands of an ever-evolving digital economy (Gordon & Jones, 2022).  

 

The “Big Four”  

The construc:on and opera:on of subsea cables have become the domain of several 
major players in the private sector, omen referred to as the "Big Four:" SubCom, Alcatel 
Submarine Networks (ASN), HMN Technologies, and Nippon Electric Company (NEC) (Runde et 
al., 2024). Collec:vely, these companies shape the global subsea cable landscape, contribu:ng 
to technological advancements while opera:ng within geopoli:cal constraints and responding 
to the demand for global data infrastructure. 

SubCom, a U.S.-based firm with roots in Cold War-era intelligence projects, accounted 
for 22% of the subsea cable market by the number of cables delivered and 29% by cable length 
in 2023 (China Academy of Informa:on and Communica:ons Technology [CAICT], 2023). The 
company operates eight cable ships and plays a cri:cal role in both military and commercial 
endeavors (Besch & Brown, 2024; Brock, 2023b). The company has been contracted to install 
secure communica:on infrastructure for the U.S. government and military, including subsea 
cables used for classified military communica:ons (SaFer, 2022). These communica:ons can 
include encrypted command and control transmissions, secure data links between military 
bases, surveillance and reconnaissance data transfers, and communica:ons suppor:ng naval 
opera:ons (SaFer, 2022). In recent years, SubCom has also been integral to high-profile projects 
such as Google's Dunant transatlan:c cable, which connects the U.S. to Europe, enhancing data 
capacity and redundancy for transatlan:c communica:ons (Brock, 2023b). The company’s focus 
on Arc:c routes and other resilient pathways has posi:oned it as a relevant player in the subsea 
cable landscape (Subcom, 2023). 

ASN, based in France, accounted for 12% of the market by the number of cables 
delivered and 40% by cable length in 2023 (CAICT, 2023). The company has installed over 121 
subsea cables worldwide, covering 850,000 kilometers of op:cal subsea systems (Alcatel 
Submarine Networks, 2025). Recently acquired by the French government in December of 2024, 
ASN is no longer a private company (Brock, 2023b). Despite this, its innova:ons in spa:al-
division mul:plexing have significantly increased the efficiency and capacity of data 
transmission, enabling modern cables to handle exponen:ally higher volumes of data (Gross et 
al., 2023).  
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NEC, is a Japanese company with nearly a century of experience in the subsea cable 
sector, held both 7% of the market by the number of cables delivered and 7% by cable length in 
2023 (CAICT, 2023). The company has developed several advancements in cable technology 
such as in spa:al division mul:plexing and molecular cable designs (NEC Corpora:on, 2023). 
NEC’s work in these areas is aimed at improving bandwidth and flexibility to meet the increasing 
demand of data-driven economies (NEC Corpora:on, 2023).  

HMN Technologies, a Chinese company, accounted for 23% of the market by the number 
of cables delivered and 18% by cable length in 2023 (CAICT, 2023). It develops route surveys, 
marine installa:ons, and focuses on emerging markets. However, HMN Technologies has 
encountered challenges, par:cularly from the U.S. and its allies, who have raised concerns 
about the security risks associated with Chinese ownership of subsea cables. These concerns 
are focused on the possibility for cables to be exploited for espionage, risk of data intercep:on, 
and the disrup:on of internet traffic (CSIS, 2022). Similar scru:ny applies to other Chinese 
companies in the industry, as governments evaluate poten:al vulnerabili:es in cri:cal 
infrastructure (CSIS, 2022).  

 

New Ownership  

Historically, most of the subsea cables were predominantly owned by a diverse range of 
actors, including telecommunica:on companies and interna:onal consor:a (Gordon & Jones, 
2022). Recently cable ownership has been shiming to major technology companies such as 
Google/Alphabet, Microsom, Meta, and Amazon (Besch & Brown, 2024). Combined, these tech 
giants make up some of the world’s largest providers of cloud technology and other online 
infrastructure (Law, 2023). As the demand for commercial internet services and cloud 
compu:ng has grown, the private sector—par:cularly hyperscalers—have stepped in as a 
significant financier of subsea cables (Tréhu, 2024). These companies now own or lease around 
half of subsea cables now (Runde et al., 2024). These companies invest in subsea cables to 
support cloud compu:ng opera:ons and to maintain connec:ons between global data centers 
(Dobberstein, 2024). 

The financing of these subsea cables typically involves a mix of corporate capital, private 
equity, and some:mes loans from financial ins:tu:ons, depending on the scale of the project 
(Tréhu, 2024). Tech companies omen leverage their large financial resources to co-invest with 
cable construc:on firms, thereby sharing the high costs associated with these projects, which 
can range up to billions of dollars (Tréhu, 2024). By financing subsea cables, tech companies 
gain more control over the infrastructure suppor:ng their opera:ons, reducing dependence on 
external providers (Dobberstein, 2024). Direct ownership of this infrastructure helps reduce 
reliance on third-party providers and improves data security (Sherman, 2024). For instance, 
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Google solely financed 16 subsea cables, as well as has partly financed many more subsea 
cables (Mauldin, 2024).  

The growing dominance of a few technology giants risks marginalizing smaller internet 
service providers (ISPs) and consolida:ng control over cri:cal infrastructure (Dobberstein, 
2024). This consolida:on could s:fle compe::on, reduce market diversity, and create barriers 
for smaller players seeking to compete in the global telecommunica:ons industry (Dobberstein, 
2024). The poten:al for monopolis:c behavior raises concerns about fair access, fair 
compe::on, pricing power, and the ability of tech giants to dictate terms that could 
disadvantage smaller stakeholders (Insikt Group, 2023). 

 

Maintenance and Repair  

Ownership of subsea cables does not necessarily mean the owner has maintenance 
capabili:es. There are many different actors who are in charge of maintaining and repairing 
subsea cables, including state-owned and private companies (Besch & Brown, 2024; 
Interna:onal Cable Protec:on CommiFee [ICPC], 2024). According to the Interna:onal Cable 
Protec:on CommiFee, there are roughly 60 major subsea cable ships opera:ng today, which 
includes maintenance and repair ships as well as ships solely for laying cables (ICPC, 2024). Of 
the 60 cable ships worldwide, only a third of them can repair a cable (Swan, 2025). This is 
primarily because cable-laying is more profitable than maintenance (Tomaz & Voo, 2024).  

A unique pressing challenge of cable maintenance is how the repair cable market 
works—specifically, who is repairing the subsea cables (Bonng & Jordan-Zoob, 2024). There are 
several repair companies that the U.S. considers to be outside of “trusted” vendor sources. 
Theore:cally, this introduces security concerns if the ship operators are influenced and 
controlled by a foreign adversary (Department of Homeland Security [DHS], 2024). For instance, 
there is a concentra:on of Chinese repair ships in strategic regions, including the Indo-Pacific, 
that has led to concerns in the U.S. about the reliance on Chinese companies for cable repairs 
(Runde et al., 2024). The U.S. has taken some measures to reduce the vulnerability of cable 
repair capabili:es" (Runde et al., 2024).  

Important players involved in both laying and repairing cables are Global Marine Systems 
Limited, Prysmian S.p.A, Orange Marine, Op:c Marine (OMS) Group, and S.B. Submarine 
Systems Co., Ltd (SBSS) (ICPC, 2024; Blackridge Research and Consul:ng, 2024). A list of 
prominent actors includes: 

• Global Marine Systems Limited is a United Kingdom based subsea cable installa:on, 
maintenance, and emergency repair company. With a fleet of three cable installa:on 
vessels, four maintenance and repair vessels, and one long-term charter vessel, the 
company operates worldwide (Besch & Brown, 2024).  
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• Prysmian Group is an Italian based company classifying as both an energy and 
telecommunica:ons company. Opera:ng a fleet of six vessels, Prysmian’s Leonardo da 
Vinci ship is stated to be “the most capable cable layer in the market” as well as the 
largest on the market (Blackridge Research and Consul:ng, 2024).  

• Orange Marine is a French based company that engages in funding, laying, maintaining, 
and repairing subsea cables. With a fleet of six cable ships and a survey vessel, Orange 
Marine represents 15% of the world’s fleet of cable ships (Orange Marine, 2025).  

• Op:c Marine (OMS) Group is a global telecommunica:ons infrastructure company, 
working primarily in Southeast Asia (OMS Group, 2025). With a fleet of five ships and 
one supply vessel, the company is working to expand its fleet with a new investment 
from several financial ins:tu:ons (Kclark, 2024). 

• S.B. Submarine Systems Co. Ltd (SBSS) is one of China’s leading providers of subsea cable 
installa:on and a key installer in Asia. With a fleet of six ships, the company serves both 
fiber op:c cables and power cable sectors (Besch & Brown, 2024; S.B. Submarine 
Systems, n.d.). 

In 2023 KKR, a U.S. global investment firm signed an agreement with the OMS Group. KKR 
plans to commit $400 million for solu:ons for OMS Group (OMS Group, 2025). KKR has avoided 
working with China, due to geopoli:cal concerns (Ruehl & Wiggins, 2024). This investment in 
the OMS Group to grow subsea infrastructure and maintenance capabili:es in Southeast Asia, 
steers the company away from Chinese interests and investments.  

 

Public-Private Partnerships 

In the past decade, governments have shown increasing interests in subsea cables (Blue, 
2024). Given that the private sector is heavily involved in subsea cable infrastructure, 
governments are finding it necessary to expand their involvement with companies (Kumar, 
2023). The U.S. government claims that the subsea cable network's vital role in global 
communica:ons is too cri:cal to U.S. security to be lem to markets (DHS, 2024). A new white 
paper by the U.S. Department of Homeland Security (DHS) highlights the importance of 
coordina:on between the government and the private sector while emphasizing subsea cable 
security and resilience. In the white paper, the DHS states that it also intends to enhance public-
private partnerships, due to challenges associated with cross-sector collabora:on (DHS, 2024).  

For many decades, the U.S. company SubCom has laid cables for tech companies 
worldwide, including state-owned Chinese companies (Brock, 2023b). During the last five years, 
the company has worked almost exclusively as a subsea cable operator to the U.S. military, as 
well as working on sensi:ve U.S. projects (Brock, 2023b). The company is owned by Cerberus 
Capital Management, a New York-based private equity firm. The U.S. government assisted in 
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helping SubCom beat China’s HMN Technologies for a contract to build the SeaMeWe-6 (Brock, 
2023a; Dzieza, 2024).  

China also has been making investments in both private and state-owned firms in the 
subsea cable sector (Kumar, 2023). There are three Chinese companies with investments in 
subsea cables that are en:rely state owned: China Mobile, China Telecom, and China Unicom. 
Specifically, China Telecom has investments in subsea cables going back decades, inves:ng in a 
cable in 1999 and another in 2016 (Sherman, 2021). All three of the companies have raised U.S. 
government security concerns. The U.S. Federal Communica:ons Commission (FCC) labeled the 
companies as “subject to influence and control of the Chinese government” (Sherman, 2021). 
With increased poli:cal tensions, both U.S. and Chinese cable companies are now shiming and 
choosing sides in great-power poli:cs when working with governments.  

 

Advancements in Cable Technology  

Despite U.S. pushback on China’s HMN Technologies, Chinese enterprises have 
con:nued to gradually expand their share in the global subsea cable market. China has made 
major breakthroughs in research and innova:on of subsea cable-related technologies (Kumar, 
2023). In 2024, China’s Southern Power Grid—a state-owned company—successfully developed 
the country's first subsea cable-laying robot. This robot can complete the comprehensive 
opera:on of "search, dig, and bury" at the cable laying speed of 1 KM/H (Liu, 2024). This greatly 
improves the construc:on efficiency. The robot has subsea cable detec:on availability and 
posi:oning methods that integrate an "acous:c-op:cal-magne:c-electric" mul:-mode 
informa:on which can assist in naviga:on near the seafloor and posi:oning in low-visibility 
environments. (Liu, 2024). The robot also offers two travel modes, crawler and sled, which were 
designed to effec:vely solve the problem of traveling on the som soil seabed (Liu, 2024).  

China has also achieved advancements in subsea cable transmission technology. For 
instance, China Unicom achieved a groundbreaking single-wave rate of 1.2 Tbit/s in the Hong 
Kong backhaul sec:on of the ADC subsea cable, enabling a per-fiber-pair transmission capacity 
in the C-band of over 33 Tbit/s. With the system u:lizing 8 pairs of op:cal fibers, the total 
design capacity exceeds 160 Tbit/s. The technological breakthrough represents a 71.8% 
improvement in spectral efficiency compared to conven:onal 200 Gbit/s transmission 
technology (Zeng, 2024). This marks a new world record for the real-:me transmission rate of 
standard single-mode fiber, equivalent to suppor:ng the streaming of hundreds of 4K HD 
movies, or several AI model training datasets per second (Yangtze Op:cal Fiber and Cable, 
2024). The technological breakthrough not only drives the upgrading of global communica:on 
networks but also provides stronger support for future data-intensive applica:ons such as AI 
compu:ng, cloud compu:ng, and ultra-high-defini:on streaming. 
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U.S and European companies also are innova:ng. For instance, U.S. and European 
companies developed the mul:-core fiber (MCF) technology. This new technology can enable 
manufacturing, tes:ng, and maintenance opera:ons at faster speeds. MCF is capable of 
carrying more light and informa:on at a lower cost (Quigley & Cantono, 2023). MCF technology 
drama:cally increases data transmission capacity and efficiency by integra:ng mul:ple cores in 
a single fiber. In 2024, Google, in collabora:on with the NEC, started planning to build a subsea 
fiber op:c cable system connec:ng the Philippines and the U.S. It will be the world's first 
commercial project using MCF technology in subsea fiber op:c cables, and it is expected to be 
completed by the end of 2025 (Google and NEC, 2024). With the expansion of online services, 
internet connec:vity, cloud services, and AI, the use of MCF has the poten:al to become a part 
of the global telecommunica:ons industry.  

 

Implica:ons 

 The private sector is deeply intertwined with the health of global subsea cable networks, 
with private companies financing, owning, laying, and repairing the cables. This sector has 
grown extensively as the demand for internet connec:vity con:nues to grow globally. At the 
same :me, these private actors have become wrapped up in the geopoli:cal contests between 
major global actors.  
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